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1. INTRODUCTION

In the current digital environment, electronic evidence is crucial in most criminal investigations. However, such
evidence is often held by service providers located outside the jurisdiction of the investigating authorities.

“E-evidence in any form is relevant in around 85% of total (criminal) investigations. In almost two
thirds (65%) of the investigations where e-evidence is relevant, a request to service providers across
borders (based in another jurisdiction) is needed.”

COMMISSION STAFF WORKING DOCUMENT IMPACT ASSESSMENT Accompanying the e-evidence
legislative package SWD(2018) 188 final

Accessing electronic evidence available on private infrastructure and within foreign, shifting or even unknown
jurisdictions proves to be challenging for law enforcement and judicial authorities.

The volatile nature of electronic data adds to the complexity of the matter. It renders traditional judicial
cooperation instruments, such as the European Investigation Order (EIO) and Mutual Legal Assistance (MLA)
requests, ineffective due to their slow-paced and ill-adapted processes, which may lead to data loss.

In order to facilitate and expedite the process of obtaining data from foreign-based service providers, the
investigating and prosecuting authorities of the European Union (EU) Member States (MSs) have increasingly
resorted to requesting disclosure of non-content data directly from service providers under voluntary
cooperation in jurisdictions where this is possible. However, the lack of harmonized rules and standardized
procedures surrounding this channel, has introduced additional challenges for law enforcement and judicial
authorities as well as service providers receiving data disclosure requests.

Responding to these pressing challenges, in July 2023 EU legislators adopted a comprehensive legal framework
for handling electronic evidence in criminal proceedings, commonly referred to as the EU Electronic Evidence
legislative package. This ground-breaking legislation introduces two entirely new legal measures, European
Production Order and European Preservation Order, which enables competent authorities to order the
preservation and the production of electronic evidence directly from service providers offering services in the
EU regardless of their place of establishment and location of data.

The novel measures and procedures revolutionize the legal landscape of electronic evidence acquisition,
expanding the tools of judicial cooperation and offering faster and more adaptable processes compared to
existing instruments. Furthermore, it provides much-needed clarity and legal certainty to stakeholders, including
users, service providers, and competent authorities.

This report delves into the main components of the new legislation, analysing legal measures and their
implications for the issuing State, enforcing State, service providers, and targeted users. It represents a
continuation of the SIRIUS project’s efforts to raise awareness and prepare judicial and law enforcement
authorities for the use of these new legal measures under the upcoming legislative changes surrounding the
cross-border gathering of electronic evidence.

The webinar “E-Evidence Regulation and its impact on the cross-border data acquisition
process for EU authorities” is available publicly.

2. WHAT IS THE EU ELECTRONIC EVIDENCE LEGISLATIVE PACKAGE?

The EU Electronic Evidence legislative package is a legal framework adopted by the EU, which regulates the
handling of electronic evidence in cross-border criminal proceedings. It comprises of two legislative acts:

1. Regulation on European Production Orders and European Preservation Orders for electronic evidence
in criminal proceedings and for the execution of custodial sentences following criminal proceedings


https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=uriserv:OJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52018SC0118
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52018SC0118
https://www.youtube.com/watch?v=HaODvpSGy-c&t=1s
https://www.youtube.com/watch?v=HaODvpSGy-c&t=1s
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(the Regulation)®. It enables judicial authorities (directly or via validation of an order issued by any other
competent authority as defined by the issuing State) in one MS, in a criminal proceeding, to order
preservation and production of electronic evidence directly from service providers offering services in
the EU and established or represented in another EU MS, regardless of where the data is stored. The
service providers are legally bound by such orders and must in principle comply with them within strict
deadlines.

: Denmark has opted out from the Regulation.

2. Directive laying down harmonised rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering evidence in criminal proceedings
(the Directive)?. It requires all service providers that offer services in the EU to designate establishments
or appoint a legal representative in at least one EU MS bound by the Regulation, for the receipt of,
compliance with and enforcement of decisions and orders.

Overall, the EU Electronic Evidence legislative package puts in place strong safeguards to ensure compliance
with personal data protection and fundamental rights of EU citizens.

3. HOW WAS IT DEVELOPED?

The legislative process that culminated in the adoption of the EU Electronic Evidence legislative package started
back in April 2018 when the Commission proposed two legislative acts, the Regulation? and the Directive®.

In December 2018, the Council agreed its General Approach® on the Regulation, which in March 2019 was
followed by the General Approach® on the Directive.

The Parliament agreed its position” on the proposed legislative package in December 2020.

Subsequently, in February 2021, the three EU co-legislators began inter-institutional negotiations on the new
common legal framework. The political agreement on the EU Electronic Evidence legislation was reached in late
2022. After almost 5 years of debates and negotiations the Regulation and Directive were adopted on 12 July
2023 and entered into force on 17 August 2023.

Even though they were both adopted as a part of the EU Electronic Evidence legislative package, it is important
to note the different legal nature and basis for the two legislative acts. The Regulation has been adopted under
Article 82(1) of the Treaty on the Functioning of the European Union (TFEU), which is the legal basis for the
adoption of EU instruments concerning judicial cooperation in criminal matters. Whereas, the Directive is based
on Articles 53 and 62 of the TFEU, which makes it an internal market instrument compulsory for all the EU

1 Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and European
Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences following criminal
proceedings, available at: https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=uriserv:0J.L .2023.191.01.0118.01.ENG

2 Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down harmonised rules on the designation
of designated establishments and the appointment of legal representatives for the purpose of gathering electronic evidence in criminal
proceedings, available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3A0J.L .2023.191.01.0181.01.ENG&toc=0J%3AL%3A2023%3A191%3ATOC

3 European Commission, Proposal for a Regulation of the European Parliament and of the Council on European Production and Preservation
Orders for electronic evidence in criminal matters, 17 April 2018, available at: EUR-Lex - 52018PC0225 - EN - EUR-Lex (europa.eu)

4 European Commission, Proposal for a Directive of the European Parliament and of the Council laying down harmonised rules on the
appointment of legal representatives for the purpose of gathering evidence in criminal proceedings, 17 April 2018, available at: EUR-Lex -
52018PC0226 - EN - EUR-Lex (europa.eu)

5 Council of the EU, Regulation on cross border access to e-evidence : Council agrees its position, December 7, 2018, available at:
https://www.consilium.europa.eu/en/press/press-releases/2018/12/07/regulation-on-cross-border-access-to-e-evidence-council-agrees-
its-position/

6 Council of the EU, E-evidence package: Council agrees its position on rules to appoint legal representatives for the gathering of evidence,
March 8, 2019, available at: https://www.consilium.europa.eu/en/press/press-releases/2019/03/08/e-evidence-package-council-agrees-
its-position-on-rules-to-appoint-legal-representatives-for-the-gathering-of-evidence/

7 European Parliament, Report on the proposal for a regulation of the European Parliament and of the Council on European Production and
Preservation Orders for electronic evidence in criminal matters, December 11, 2020, available at:
https://www.europarl.europa.eu/doceo/document/A-9-2020-0256 EN.html# ftnl

8 Consolidated versions of the Treaty on European Union and the Treaty on the Functioning of the European Union, October 12, 2012,
available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG&toc=OJ%3AL%3A2023%3A191%3ATOC
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=uriserv:OJ.L_.2023.191.01.0118.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG&toc=OJ%3AL%3A2023%3A191%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2023.191.01.0181.01.ENG&toc=OJ%3AL%3A2023%3A191%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:225:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:226:FIN
https://www.consilium.europa.eu/en/press/press-releases/2018/12/07/regulation-on-cross-border-access-to-e-evidence-council-agrees-its-position/
https://www.consilium.europa.eu/en/press/press-releases/2018/12/07/regulation-on-cross-border-access-to-e-evidence-council-agrees-its-position/
https://www.consilium.europa.eu/en/press/press-releases/2019/03/08/e-evidence-package-council-agrees-its-position-on-rules-to-appoint-legal-representatives-for-the-gathering-of-evidence/
https://www.consilium.europa.eu/en/press/press-releases/2019/03/08/e-evidence-package-council-agrees-its-position-on-rules-to-appoint-legal-representatives-for-the-gathering-of-evidence/
https://www.europarl.europa.eu/doceo/document/A-9-2020-0256_EN.html#_ftn1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT
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Member States to transpose into their national laws. Accordingly, the implementing acts shall be adopted by 18
August 2025, the Regulation shall apply directly in all EU Member States, except Denmark®, from 18 August 2026,
while the EU Member States shall adopt the necessary measures to comply with the Directive by 18 February
2026.

* European * Council of * Council of * European * Started
Commission the EU the EU Parliament inter-
proposed the agreed on its reached its agreed on its institutional

EU Electronic General General position on negotiations
Evidence Approach for Approach for the proposed

legislative the the Directive legislative

package Regulation package

18 August 18 February 18 August
2025 2026 2026
« Reached * Regulation * Regulation « Adoption of « Transposition * Direct
political and and Implementing deadline of application
agreement Directive Directive Act(s) Directive of
formally entered binding on all Regulation
adopted into force EU MSs in all EU MSs
(except
Denmark)

Fig. 1: Roadmap of the EU Electronic Evidence legislative package

4. RELATION TO OTHER INSTRUMENTS

The EU Electronic Evidence legislative package does not replace, but complements the existing EU legal
framework for handling electronic evidence in the context of criminal procedures.

According to its article 32, the Regulation does not affect other EU or other international instruments,
agreements and arrangements on the gathering of evidence and thus is not obligatory for the Member States.
The authorities can choose the legal framework most adapted to the case at hand.

The Directive does not affect the powers of national authorities in accordance with the EU and national law to
address service providers established on their territory directly. However, Member States shall not impose on
service providers obligations additional to those deriving from the Directive.

5. SCOPE OF THE EU ELECTRONIC EVIDENCE LEGISLATIVE PACKAGE

5.1. APPLICATION OF THE REGULATION AND THE DIRECTIVE

(The Regulation applies in cross-border cases — where the service provider, which offers services in the EU,
has its designated establishment or legal representative in another Member State. It applies within the
framework of criminal proceedings (not for the crime prevention) and for the execution of custodial sentences.

x However, the Regulation does not apply:

e In purely domestic cases — where the requesting/issuing authority and the service provider
concerned (its establishment or legal representative) are located on the territory of the same
EU Member State. The powers of national authorities to address service providers in such
cases with similar national measures remain governed by the national legislation.

9 Recital 101 of the Regulation notes that Denmark did not take part in the adoption of the Regulation and is not bound by it or subject to
its application.



SIRIUS CROSS-BORDER —
ACCESS TO ! EUROJUST = EUR—POL
ELECTRONIC
EVIDENCE

e To the services that are provided exclusively outside of the EU and does not cover the data
pertaining to those services, even if the service provider is established in the EU.

e To proceedings initiated for the purpose of providing mutual legal assistance to another
Member State or a third country.

(The Directive applies to decisions and orders for the gathering of electronic evidence based on the
Regulation, the Directive on the European Investigation Order in criminal matters, and the Convention on Mutual
Assistance in Criminal Matters between EU Member States. It equally applies to domestic decisions and orders
directed by a Member State to a legal representative/ designated establishment of a service provider within that
Member State's territory.

5.2. SERVICE PROVIDERS COVERED

The EU Electronic Evidence legislative package applies to service providers (whether natural or legal persons)
offering services in the EU that fall under one of the following categories:

e Electronic communications services (e.g. inter-personal communications such as voice-over-IP, instant
messaging, e-mail services);

e Internet domain name and IP numbering services (e.g. IP address assignment, domain name registry,
domain name-related privacy and proxy services);

e Certain other information society services that facilitate interaction between users or make it possible
to store or process data on behalf of the users to whom the service is provided (e.g. social networks,
cloud services, online marketplaces, other hosting service providers)*°.

: Offering services in the EU means:
e Enabling the use of the services in one or more Member States; and

e Having a substantial connection to the EU based on specific factual criteria, such as an establishment in
a Member State, a significant number of users or targeting of activities towards one or more Member
States (derived from, e.g., the use of a language or a currency generally used in that Member State, the
possibility of ordering goods or services, provision of local advertising or advertising in the language
generally used in that Member State, customer service in the language generally used in that Member
State and the availability of an application (‘app’) in the relevant national app store®?).

x Service providers established on the territory of a single Member State which offer their services exclusively

on the territory of that Member State are not covered by the EU Electronic Evidence legislative package'?.

A detailed description of the service providers’ role is outlined in the section 8 SERVICE PROVIDERS.

5.3. DATA COVERED

In contrast to other legal frameworks, the Regulation exclusively provides a precise definition for electronic
evidence. It defines “electronic evidence” as subscriber data, traffic data or content data stored by or on behalf
of a service provider, in an electronic form.

The Regulation goes beyond the three “traditional” categories of data (subscriber, traffic and content) by
introducing a fourth category. The types of data are now as follows: Subscriber data, Data requested for the
sole purpose of identifying the user, Traffic data and Content data.

The Regulation further defines each category of data that competent authorities can request from service
providers.

10 Regulation, Article 3(3); Directive, Article 2.
11 Regulation, Recital 30.
12 Directive, Article 1.
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e Subscriber data: Any data held by a service provider relating to the subscription to the services,
pertaining to:
(a) the identity of a subscriber or customer such as the provided name, date of birth, postal or
geographic address, billing and payment data, telephone number, or email address;

(b) the type of service and its duration, including technical data and data identifying the technical
measures or interfaces used by or provided to the subscriber or customer at the moment of initial
registration or activation. It also includes data related to validation of service usage, excluding
user-provided passwords or another authentication means used instead of a password®3.

e Data requested for the sole purpose of identifying the user: Data such as IP addresses, source points,
time stamps (date/time), or their technical equivalents and related information may be requested by
authorities solely to identify users in specific criminal investigations!4.

When data is sought exclusively to identify the user in a specific criminal investigation, similar
regime applies as for subscriber data. This stems from the principle that when the identity of a
suspect is unknown, IP addresses and access numbers are often prerequisites before subscriber
data linked to that identifier can be requested from the service provider®.

e Traffic data: Data related to a service offered by a service provider, which provides context or additional
information about such service and is generated or processed by the service provider’s information
system. Such data includes the source and destination of a message or other interaction, device
location, date, time, duration, size, route, format, protocol used, compression type, and other
electronic communications metadata and data, other than subscriber data, relating to the
commencement and termination of a user access session to a service, such as the date and time of use,
the log-in to and log-off from the service?®.

e Content data: Any data in a digital format other than subscriber or traffic data, including text, voice,
videos, images and sound'’.

'/ The Regulation covers gathering of data stored by the service provider at the time of receipt of a European
Production Order (data that already exists).

The Regulation does not authorise real-time interception of data (data in transit that is not yet stored) or
obtaining data collected after the receipt of the European Production Order (does not create data
retention obligations).

Text, voice, videos, images, sound

Source and destination of interaction, device location,
_ date, time, duration, size, route, format, other metadata

Data requested for the sole
purpose of identifying the
user

IP addresses, relevant source ports and time
stamps

Mame, birth date, address, billing data,
telephone number, e-mail address, type of
service and its duration

Subscriber data

Fig. 2: Categories of data

13 Regulation, Article 3(9).
14 Regulation, Article 3(10).
15 Regulation, Recital 32.

16 Regulation, Article 3(11).
17 Regulation, Article 3(12).
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5.4. CRIMES COVERED

The EU Electronic Evidence legislative package covers all criminal offences that may involve electronic evidence
and is not limited to serious crimes or cybercrime. This reflects the growing importance of electronic evidence
in most criminal proceedings. However, the requirements for accessing different types of data vary depending
on the sensitivity of the information sought.

Accordingly, the Regulation provides that:

e Orders to preserve data as well as orders to produce subscriber data and data requested for the sole
purpose of identifying a user may be issued for:
- all criminal offences;
- execution of a custodial sentence or a detention order of at least 4 months.

e Orders to produce traffic data (excluding requests for data solely for user identification) and content
data may be issued only for:
- criminal offences punishable in the issuing State by a custodial sentence of a maximum of at
least 3 years;
- specific offences indicated in Article 5(4) (b-c) when wholly or partly committed by means of
an information system *;
- execution of a custodial sentence of at least 4 months, which has been imposed for the above-
mentioned crimes.

Type of Applicable data | Requirements for criminal Requirements for execution of a
order category offence custodial sentence or a detention
order
Preservation | All data All criminal offences Execution of a custodial sentence or
Orders categories detention order of at least 4 months
Subscriber data All criminal offences Execution of a custodial sentence or
and data detention order of at least 4 months

requested solely
for identifying a

Production user
Orders Traffic data and ¢ Maximum custodial Execution of a custodial sentence of
Content data sentence of at least 3 years | at least 4 months, which has been
s Offences indicated in imposed for the applicable criminal
Article 5(4)(b-c)) of the offences

Regulation when wholly or
partly committed using an
information system

Fig. 3: Conditions for issuing orders in relation to covered crimes

6. TOOLBOX: EUROPEAN PRESERVATION AND PRODUCTION ORDERS

6.1. EUROPEAN PRESERVATION ORDER

European Preservation Order is a decision issued or validated by a judicial authority of a Member State and
addressed to a designated establishment or a legal representative of a service provider offering services within

18 Specific offences include: participation in a criminal organisation; terrorism; trafficking in human beings; sexual exploitation of children
and child pornography; illicit trafficking in narcotic drugs and psychotropic substances; illicit trafficking in weapons, munitions and
explosives; corruption; fraud; laundering of the proceeds of crime; counterfeiting currency, including the euro; computer-related crime;
environmental crime, including illicit trafficking in endangered animal species and in endangered plant species and varieties; facilitation of
unauthorised entry and residence; murder or grievous bodily injury; illicit trade in human organs and tissue; kidnapping, illegal restraint or
hostage-taking; racism and xenophobia; organised or armed robbery; illicit trafficking in cultural goods, including antiques and works of art;
swindling; racketeering and extortion; counterfeiting and piracy of products; forgery of means of payment; rape; crimes within the
jurisdiction of the International Criminal Court; forgery of administrative documents and trafficking therein; illicit trafficking in hormonal
substances and other growth promoters; illicit trafficking in nuclear or radioactive materials; trafficking in stolen vehicles; arson; unlawful
seizure of aircraft or ships; sabotage.
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the EU and established or represented in another Member State, which orders preservation of electronic
evidence for the purpose of a subsequent request for production?®.

The European Preservation Order aims to prevent data removal, deletion or alteration in situations where
obtaining it may require more time, for instance through a European Production Order, an EIO or a MLA request.

It enables competent authorities in one Member State to oblige a service provider in another Member
State to preserve specific data for up to 60 days with a possibility of extension for another 30 days.

Furthermore, if a request for data production is issued during this timeframe, the service provider must
preserve the data for as long as necessary to produce it (ho specific time limit)°.

It shall be transmitted to the service provider (designated establishment or a legal representative) through

a European Preservation Order Certificate (EPOC-PR), provided as Annex Il to the Regulation.
=
@
e The issuing authority and, where applicable, the validating authority;

An EPOC-PR shall include the following information:

e The addressee of the European Preservation Order;

e The user, except where the sole purpose of the order is to identify the user, or any other unique
identifier such as user name, login ID or account name to determine the data for which preservation is
requested;

e Therequested data category;
e The time range of the data for which preservation is requested, if applicable;

e The applicable provisions of the criminal law of the issuing State.

According to the Article 6(4) of the Regulation, a European Preservation Order shall also include the
grounds for determining that it fulfils the conditions of necessity and proportionality, however such
information shall not be sent to the addressee (not to be included in the EPOC-PR).

Transmitted through
an EPOC-PR

=)

Established

Orders preservation of
electronic evidence for
the purpose of
subsequent production

19 Regulation, Article 3(2).
20 Regulation, Article 11(2).

or
represented
in another
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6.2. EUROPEAN PRODUCTION ORDER

European Production Order is a decision issued or validated by a judicial authority of a Member State and
addressed to a designated establishment or a legal representative of a service provider offering services within
the EU and established or represented in another Member State, which orders the production of electronic
evidence?!.

The European Production Order aims to obtain the production of specific categories of data.

It enables competent authorities in one Member State to oblige a service provider in another Member
State to produce the requested electronic evidence within 10 days, or 8 hours in cases of emergency.

As regards the emergency circumstances, the Regulation refers to situations in which there is an
imminent threat to the life, physical integrity or safety of a person or to a critical infrastructure,
where the disruption or destruction of such critical infrastructure would result in an imminent
threat to the life, physical integrity or safety of a person, including through serious harm to the
provision of basic supplies to the population or to the exercise of the core functions of the State??.

% It shall be transmitted to the service provider (designated establishment or a legal representative) through
a European Production Order Certificate (EPOC), provided as Annex | to the Regulation.

Efl An EPOC shall include the following information:

The issuing authority and, where applicable, the validating authority;
The addressee of the European Production Order;

The user, except where the sole purpose of the order is to identify the user, or any other unique
identifier such as user name, login ID or account name to determine the data that are being requested;

The requested data category;
The time range of the data for which production is requested, if applicable;
The applicable provisions of the criminal law of the issuing State;

The duly justified reasons for the emergency in the emergency cases;

In cases where order is directly addressed to the service provider that stores or otherwise processes
the data on behalf of the controller, a confirmation that the conditions set out in Article 5(6) are met23.

According to Article 5(5) of the Regulation, a European Production Order shall also include the following
information, which shall not be sent to the addressee (not to be included in the EPOC):

e the grounds for determining that the European Production Order fulfils the conditions of
necessity and proportionality;
e asummary description of the case.

21 Regulation, Article 3(1).

22 Regulation, Article 3(18).

2 Article 5(6) of the Regulation indicates that “the European Production Order may be directly addressed to the service provider that stores
or otherwise processes the data on behalf of the controller, where: (a) the controller cannot be identified despite reasonable efforts on the
part of the issuing authority; or (b) addressing the controller might be detrimental to the investigation”.

10
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Fig.5: European Production Order

7. ISSUING STATE

7.1. ISSUING AUTHORITIES

The Regulation distinguishes between issuing authorities based on the type of order and the data requested.
Accordingly, the strictest requirements are set for issuing production orders for traffic data (excluding requests
solely for user identification) and content data, which can only be issued by a judge or a court.

(European Preservation Order for all types of data may be issued or validated by a judge, a court, an
investigative judge or a public prosecutor.

( European Production Order for all types of data may be issued by an investigative judge competent in the
case, a judge or a court.

European Production Order for subscriber data and data requested for the sole purpose of identifying the user
may also be issued (in addition to the authorities mentioned above) by:

e apublic prosecutor competent in the case, an investigating judge, a judge or a court; or

e other competent authority defined by the issuing State acting in the capacity as an investigating
authority in criminal proceedings. European Production Order issued by such other (non-judicial)

competent authority has to be validated by a public prosecutor, an investigating judge, a judge or a
court.

In emergency cases, authorities may issue a European Preservation Order, a European Production
Order for subscriber data or for data requested for the sole purpose of identifying the user,
without prior validation where validation cannot be obtained in time and where those authorities
could issue an order in a similar domestic case without prior validation. However, these orders must
undergo ex post validation within 48 hours. If validation is not granted, the order must be
withdrawn, and any collected data must be deleted or otherwise restricted?.

European Production Order for traffic data (except data requested for the sole purpose of identifying the user)
and content data may be issued by:

e aninvestigating judge competent in the case, a judge or a court; or

24 Regulation, Article 4(5).
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e other competent authority (including prosecutors) defined by the issuing State acting in the capacity as
an investigating authority in criminal proceedings European Production Order issued by such other
competent authority has to be validated by an investigating judge, a judge or a court.

A judge, a court, an
investigating judge or
a public prosecutor

1

\ J/ g
2
N 3
Other competent 8 - ~
authority defined by
L the issuing State, but A judge, a court, an A judge, a court or an
must be validated by —| investigating judge or | investigating judge
L judicial authorities a public prosecutor
) <
< e
\ N .
£ :
. -3 /" Other competent g
Other competent . authority defined by the
authority defined by issuing State, but must
— the issuing State, but | be validated by the
must be validated by above mentioned
L judicial authorities i authorities

Fig.6: Issuing and validating authorities

According to Article 1(2) of the Regulation, a suspect or an accused person, or a lawyer on their
behalf, may also request the issuing of a European Production or a Preservation Order within the
framework of applicable defence rights in accordance with national criminal procedural law.

7.2, ISSUING CONDITIONS

The Regulation in its Articles 5 and 6 specifies conditions for issuing the European Preservation Order and the
European Production Order.

7.2.1. NECESSITY AND PROPORTIONALITY

Both, the European Preservation Order and the European Production Order, may only be issued if it is necessary
and proportionate.

/ The European Preservation Order should be necessary for and proportionate to the purpose of preventing
the removal, deletion or alteration of data with a view to issuing a subsequent request for production of
this data, taking into account the rights of the suspect or the accused person.

The assessment should take into account whether such order is limited to what is strictly necessary to achieve
the legitimate aim of preventing the removal, deletion or alteration of data that are relevant and necessary as
evidence in an individual case in situations where it could take more time to obtain the production of those
data®.

/ The European Production Order should be necessary for and proportionate to the purpose of the criminal
proceedings, taking into account the rights of the suspect or the accused person.

25 Regulation, Recital 49.
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The assessment should take into account whether such order is limited to what is strictly necessary to achieve
the legitimate aim of obtaining data that are relevant and necessary as evidence in an individual case?®.

7.2.2. DOMESTIC MEASURE EQUIVALENCE

Both, the European Preservation Order and the European Production Order, may only be issued if a similar order
could have been issued under the same conditions in a similar domestic case.

7.2.3. REQUIREMENTS FOR A CRIMINAL OFFENCE

Detailed description of specific requirements regarding criminal offences is outlined in the section 5.3. CRIMES
COVERED.

2.4. PRIVILEGES AND IMMUNITIES

7.2.4.

Pursuant to Article 5(10) of the Regulation, if the issuing authority has reasons to believe that requested traffic
data (except for data requested for the sole purpose of identifying the user) or content data are protected by
immunities or privileges granted under the law of the enforcing State, or that such data are subject to rules on
determination and limitation of criminal liability relating to freedom of the press or freedom of expression, the
issuing authority may seek clarification before issuing the European Production Order. Such consultation can
take place either directly with the competent authorities of the enforcing State or via Eurojust or the European
Judicial Network.

European Production Order for the above-mentioned types of data must not be issued if it is determined
that it is protected by immunities and privileges or rules regarding freedom of press and expression in the
enforcing State.

7.3 ISSUING PROCEDURE

As a general rule, aiming to preserve and subsequently obtain specific data via European Preservation and
Production Orders, the issuing authority (as defined in sub-chapter 7.1. ISSUING AUTHORITIES) shall directly
transmit their certificates to a designated establishment or to a legal representative of the service provider for
immediate execution.

Order issued or validated by a
competent judicial authority
directly transmitted to a service
provider through an EPOC or an

EPOC-PR
/—\
P
Issuing State service
Provider

\_/

Data requested preserved (under
EPOC-PR) or transmitted to the
issuing authority

Fig.7: Issuing procedure, which does not require notification to the enforcing State?”

26 Regulation, Recital 38.

27 |ssuing procedure, which does not require notification to the enforcing State, applies to preservation of any type of data; production
orders for subscriber data and for data for sole purpose of identification of the user, as well as for any type of data when both, the person
concerned is located and the offence is committed in the issuing State.
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I Anotification procedure to the enforcing State is required when issuing production orders for traffic data
(except for sole identification of the user) and content data. In such case, the EPOC for this data must be
simultaneously transmitted to both the service provider and the enforcing State’s competent authority?.

Chapter 9 ENFORCING STATE, provides a detailed description of this procedure and the role of the enforcing
State.

| However, the obligation to notify the enforcing State does not apply, if at the time of issuing the order,
the issuing authority has reasonable grounds to believe that, both:

e the offence has been committed, is being committed or is likely to be committed in the issuing State?’;
and

e the person whose data are requested resides in the issuing State°.

8. SERVICE PROVIDERS

8.1. EXECUTION OF ORDERS

The European Preservation Order

Upon receipt of an EPOC-PR, the service provider (designated establishment/ legal representative) must
preserve the requested data without undue delay. This obligation lasts for 60 days, unless the issuing authority
confirms (using form set out in Annex V of the Regulation) that a production request has been issued and thus,
the preservation shall take for as long as necessary to produce the data. During the 60-day period, the issuing
authority may extend the preservation period by an additional 30 days (using form set out in Annex VI of the
Regulation), if this is necessary for the issuing of a subsequent request for production3?.

I The service provider has limited grounds for not executing the order, which are outlined in the following
subsections.

(- Preservation of the ibil d
The EPOC-PR ‘ requested data Data preservation Possibility to exten
. . the preservation for
received without undue lasts for 60 days
additional 30 days
\ delay

4 ‘ u

Confirmation received

Mon-execution based
o that a subsequent
on limited grounds .
request for production

The preservation
continues as long as
necessary

has been issued

Fig.8: Execution process of the European Preservation Order

28 Regulation, Article 8.

2% Recital 52 of the Regulation provides guidance on factual elements which can be considered when determining if the offence has been
committed within the jurisdiction of the issuing State.

30 Recital 53 of the Regulation provides guidance on factual elements which can be considered when determining if the person concerned is
residing in the issuing State.

31 Regulation, Article 11.



SIRIUS CROSS-BORDER S—
ACCESS TO ! EUROJUST = EURTPOL
ELECTRONIC
EVIDENCE

The European Production Order

Upon receipt of an EPOC, the service provider (designated establishment/ legal representative) must
expeditiously preserve the requested data and transmit the requested data directly to the issuing authority
within a period of 10 days or in emergency cases without undue delay, at the latest within 8 hours®?.

I Where a notification to the enforcing authority is required, the service provider can only transmit the

requested data to the issuing authority once the enforcing authority has confirmed that it will not raise
any grounds for refusal or 10 days have passed without the enforcing authority having raised any such grounds
(whichever comes first).

If either of these conditions is met, the service provider must transmit the requested data directly to the issuing
authority as soon as possible, at the latest by the end of the 10-day period. In emergency situations, the review
by the notified enforcing authority must be conducted within 96 hours instead of 10 days.

I The service provider has limited grounds for not executing the order, which are outlined in the following
subsections.

Transmission of
* data directly to the

issuing autharity

within 10 days

Expeditious
The EPOC received » preservation of the
requested data

J 3

In emergency cases,
MNon-execution based transmission of data
on limited grounds without undue delay, at

the latest within 8 hours

Fig.9: Execution of the European Preservation Order, when notification to the enforcing State is not required

8.2. NON-EXECUTION OF ORDERS
8.2.1. OBLIGATION TO INFORM

In all cases where service provider cannot comply with its obligation to preserve the requested data under an
EPOC-PR or to produce it under an EPOC, cannot respect the specified deadline or does not provide the data
exhaustively, it has to inform the issuing authority and where required, the enforcing authority without undue
delay.

I\|:j

In such cases, service provider has to complete the form set out in Annex lll of the Regulation
-~ “Information on the Impossibility of Executing an EPOC / EPOC-PR”.

)

8.2.2. GROUNDS FOR NON-EXECUTION

Upon receipt of an EPOC / EPOC-PR, the service provider may seek clarifications or raise challenges regarding
compliance with the order for the following reasons:

e  Compliance with EPOC would conflict with applicable laws of a third country

32 Regulation, Article 10.
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When a service provider considers that compliance with the EPOC would conflict with an obligation under the
applicable law of a third country, within 10 days after receiving the EPOC it has to file a reasoned objection,
informing the issuing authority and the enforcing authority of its reasons for not executing the order33,

The reasoned objection must include all relevant details on the law of the third country, its applicability to the
case and the nature of the conflicting obligation.

,T The issuing authority must review the order on the basis of the reasoned objection and any input provided
by the enforcing State. If it decides to uphold the order, it must request a review by the competent court.
The execution of the order is suspended pending completion of the review procedure.

If at the end of the review procedure, the competent court finds that there is no conflict of obligations, it must
uphold the order. If, on contrary, it establishes that the law of the third country prohibits disclosure of data, the
competent court must determine whether to uphold or lift the order.

e Compliance with EPOC-PR/EPOC would conflict with immunities or privileges under the law of the
enforcing State

When the service provider considers, based solely on the information contained in the order, that the execution
of the EPOC-PR or the EPOC could interfere with immunities or privileges, or with the rules on determination or
limitation of criminal liability that relate to freedom of the press or freedom of expression in other media, under
the law of the enforcing State, it has to inform the issuing authority and the enforcing authority34.

f,Tf_ The issuing authority shall consider the referred information and decide, on its own initiative or at the
request of the enforcing authority, whether to withdraw, adapt or maintain the order.

e EPOC-PR/EPOC is incomplete, containing manifest errors, or does not contain sufficient information

When an EPOC-PR or EPOC is incomplete, contains manifest errors, or lacks sufficient information for execution,
the service provider has, without undue delay, to inform the issuing authority and, if applicable, the enforcing
authority, and seek clarification.

’T\ The issuing authority shall react expeditiously, at the latest within 5 days after the receipt of information
for them service provider.

e Compliance is de facto impossible due to the circumstances not attributable to the service provider

When the execution of the EPOC-PR or the EPOC is de facto impossible due to the circumstances not attributable
to the service provider (e.g., data had already been deleted before receiving the EPOC-PR/ EPOC), the service
provider has, without undue delay, to inform the issuing authority and, if applicable, the enforcing authority,
explaining the reasons for such a de facto impossibility®®.

If the issuing authority concludes that there is such de facto impossibility, it shall inform the service
414 provider and where required, the enforcing authority, that the order no longer needs to be executed.

e  Other reasons for service provider's inability to comply fully or meet deadlines

When the service provider does not provide/ preserve the requested data at all, provides the data partially or
with delay, based on other, than the above-mentioned reasons, it has to inform the issuing authority and, if
applicable, the enforcing authority, of these reasons without undue delay®’. For EPOC, this must be done at the
latest within the deadlines for execution set by the Regulation®.

33 Regulation, Article 17.

34 Regulation, Article 10(5) and Art. 11(4).

35 Regulation, Article 10(6) and Art. 11(5).

36 Regulation, Article 10(7) and Art. 11(6).

37 Regulation, Article 10(8) and Art. 11(7).

3810 days or 8 hours in case of emergency when notification to the enforcing authority is not required; 10 days or 96 hours in case of
emergency where such notification is applicable.

16
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&I

to produce the data.

The issuing authority shall review the order and, if necessary, set a new deadline for the service provider

The workflows outlining the interactions between the service provider, the issuing authority, and, where
applicable, the enforcing authority (in cases where the enforcing authority has been notified), when the
service provider does not comply with the EPOC-PR/EPOC due to grounds for non-execution, are detailed in

the table below:

Compliance with the EPOC
would conflict with applicable
laws of a third country

Compliance with EPOC-
PR/EPOC would conflict with
immunities or privileges under
the law of the enforcing State
EPOC-PR/EPOC is incomplete,
containing manifest errors, or
does not contain sufficient
information to execute

Compliance is de facto
impossible  due to the
circumstances not attributable
to the service provider

Other reasons for service
provider's inability to comply
fully or meet deadlines

Within 10 days of the receipt of EPOC,
files a reasoned objection, informing
both the issuing and the enforcing
authority of the detailed reasons for non-
execution, using the form in the Annex IIl.

Informs both the issuing and the
enforcing authority, using the form in the
Annex Ill.

Without undue delay, informs the issuing
authority and, if applicable, the enforcing
authority, and seeks clarification, using
the form in the Annex III.

Without undue delay, informs the issuing
authority and, if applicable, the enforcing
authority, using the form in Annex Il to
explain the reasons.

Without undue delay for the EPOC-PR,
and for the EPOC at the latest within the
deadline (10 days or 8 hours/ 10 days or
96 hours if notified to the enforcing
authority), informs the issuing authority
and, if applicable, the enforcing authority,
using the form in Annex IIl.

8.3. OBLIGATION OF CONFIDENTIALITY

Reviews the order. If it decides to uphold
the order, it must seek court review.
Execution of the order is suspended till
review procedure is completed.

If no conflict of obligations is found, the
court upholds the order. If third-country
law prohibits data disclosure, the court
decides whether to uphold or lift the
order.

Considers the information and decides
whether to withdraw, adapt, or maintain
the order.

Reacts expeditiously, at the latest within
5 days after the receipt of information.

If concludes that there is such de facto
impossibility, informs the service
provider and where required, the
enforcing authority, that EPOC-PR/ EPOC
no longer needs to be executed.

Reviews the order. If necessary, sets a
new deadline to produce the data.

The service provider must take the necessary operational and technical measures to ensure the confidentiality,
secrecy and integrity of the EPOC or the EPOC-PR and of the data produced or preserved®.

8.4. COST REIMBURSEMENT

The service provider may claim reimbursement of its costs, if that possibility is provided for in the national law
of the issuing State for domestic orders in similar situations®.

3% Regulation, Article 13(4).
40 Regulation, Article 14(1).
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The factsheet on the Cost Reimbursement System providing more information on cost
reimbursement, including on national legal frameworks, is publicly available on SIRIUS
subpage on Eurojust website: https://www.eurojust.europa.eu/publication/cost-reimbursement-
system.

i
FEEn
-

9. ENFORCING STATE

The enforcing State’s role in the process depends on the sensitivity of the requested data, applied jurisdiction
for the data subject and offence, as well as service provider’s compliance with the preservation or production

order.
9.1. EVALUATION OF NOTIFIED ORDERS
! The notification procedure has a suspensive effect on the execution of the order, except cases of

emergency.

After receiving a notification, the enforcing authority has to assess the information of EPOC within 10 days (or
96 hours in emergency cases) and, where appropriate, raise one or more of the following grounds for refusal
of the order:

x e The data requested is protected by immunities or privileges granted under the law of the enforcing
State, or is covered by rules on the determination or limitation of criminal liability that relate to
freedom of the press or freedom of expression in other media.

e In the particular circumstances of the case, there are substantial grounds to believe, that the
execution of the order would entail a manifest breach fundamental rights.*

e The execution of the order would be contrary to the principle of ne bis in idem.

e The conduct for which the order has been issued does not constitute an offence under the law of the
enforcing State, unless it concerns an offence listed within the categories of offences set out in Annex
IV and is punishable in the issuing State by at least of 3 years custodial sentence or a detention order®?.

Before raising any of these refusal grounds, the enforcing authority must first contact the issuing authority by
any appropriate means to discuss the measures to take. After these discussions, the issuing authority may decide
to adapt or withdraw the order. If no solution is reached, the enforcing authority may raise grounds for refusal
of the order informing both the issuing authority and the service provider.

§ Inemergency cases, even if the services provider has already executed the order, the enforcing authority
can still raise grounds for refusal within 96 hours of receiving the EPOC. In such instances, the issuing
authority must either delete the received data or limit its use to the conditions set by the enforcing authority.

/ If the enforcing authority confirms to the service provider that it will not raise any grounds for refusal, or
if it does not inform the service provider either about objection or non-objection of the order within 10
days, the service provider must execute the order at the latest by the end of the 10 days period.

9.2. ENFORCEMENT OF ORDERS

When the service provider does not comply with an EPOC within the deadline or with an EPOC-PR, without
providing reasons accepted by the issuing authority, and, if applicable, where the enforcing authority has not
raised any refusal grounds, the issuing authority may request the enforcing authority to enforce preservation or
production order in the enforcing State.

41 As set out in Article 6 Treaty on European Union and in the Charter of Fundamental Rights of the European Union.
42 Regulation, Article 12(1).
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The issuing authority must transfer the order, the form completed by the service provider (Annex Ill), and
any relevant document to the enforcing State and inform the service provider of this transfer. All the
documents must be translated into the language accepted by the enforcing State.

‘I; Upon receipt of the request, the enforcing authority must either recognise the order or raise grounds for
refusal.

( The enforcing authority must recognise the order and take the necessary measures to enforce it without
undue delay, and no later than within 5 working days. It must formally require the service provider to
comply with the order, providing information about:

e the possibility of objecting to the execution of the order;
e the deadline for compliance or objection; and

e the applicable penalties for non-compliance.

Accordingly, there are 3 possible outcome scenarios:

e Compliance: If the service provider complies with a production order, the enforcing authority must
transmit the obtained requested data to the issuing authority without undue delay.

e Objection: If the service provider objects, the enforcing authority decides whether to enforce the
production or preservation order, considering any information provided by the service provider and, if
necessary, information obtained from the issuing authority.

e Non-compliance: If the service provider does not comply with a recognised and enforceable
preservation or production order, the enforcing authority must impose a pecuniary penalty.
The enforcing authority may refuse to enforce preservation or production orders, after seeking
clarification from the issuing authority, based on the following grounds:

e The order was not issued or validated by a competent authority.

e The order was not issued for an offense covered by the Regulation (applicable to production orders
only).

e The service provider could not comply due to de facto impossibility or because the order contains
manifest errors.

e The order does not pertain to data stored by or on behalf of the service provider at the time the EPOC-
PR or EPOC was received.

e The service provider is not covered by the Regulation.

e The requested data is protected by immunities or privileges under the law of the enforcing State or is
covered by rules limiting criminal liability related to freedom of the press or freedom of expression in
other media.

e Based on specific and objective evidence, it is apparent that, executing the order would result in a

manifest breach of relevant fundamental rights.

: Before deciding not to recognise or enforce the preservation or production order, the enforcing authority
must consult the issuing authority by any appropriate means. The issuing authority must respond within 5
working days.

Once a decision is made, the enforcing authority must immediately notify both the issuing authority and the
service provider of its decisions.
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10. PERSONS WHOSE DATA ARE BEING REQUESTED

10.1. INFORMING AND CONFIDENTIALITY

The Regulation obliges the issuing authority to inform the person whose data are being requested about the
data production based on a European Production Order, without undue delay*.

:) When informing the person about the data production, the issuing authority must also provide
" information about available remedies.

. However, the issuing authority may delay, restrict, or omit informing the person whose data are being
requested for a limited time period, in accordance with national law. In such case, a justification must be
provided in the EPOC.

10.2. ACCESS TO EFFECTIVE REMEDIES

The person whose data is requested via a European Production Order has the right to effective remedies against
the order. If the person is a suspect or accused, this right must be available during the criminal proceedings in
which the data is used*. This right includes the ability to challenge the legality of the measure, including its
necessity, and proportionality. The right to effective remedies must be exercised before a court in the issuing
State, in accordance with its national law.

11. WAY FORWARD

The implementation of the E-Evidence Regulation and Directive represents a significant step forward in handling
of electronic evidence in criminal proceedings. With the Regulation set to apply from 18 August 2026 and the
Directive requiring Member States to comply by 18 February 2026, several important actions must be taken in
to ensure their successful implementation and smooth application.

A key component of this framework is the development of the decentralized IT system, which will facilitate
communication and data exchange between competent authorities and service providers®. The European
Commission is tasked with adopting the necessary implementing acts for the establishment and operation of
this system by 18 August 2025%. Member States will have the option to use the Commission's reference software
or develop their own national IT systems compatible with the decentralized framework. Member States must
also ensure that service providers' designated representatives have access to the decentralized IT system via
their national IT systems.

Moreover, each Member State is required to notify the Commission about various elements concerning the
implementation of the Regulation. These include identifying the authorities competent to issue, validate,
transmit and enforce orders, as well as those competent to deal with the service providers’ objections related
to conflicts of law. Member States must also specify the languages accepted for the notification and transmission
of orders and their certificates®.

Additionally, even after the Regulation becomes applicable, Member States can continue to apply any other EU
or international instruments, agreements and arrangements on the gathering of evidence. However, they must
notify the Commission of those existing instruments, agreements and arrangements that they will continue to
apply as well as of newly sighed ones®. This allows for flexibility while maintaining coherence across legal
frameworks.

43 Regulation, Article 13(1).
44 Regulation, Article 18(1).
45 Regulation, Article 19.
46 Regulation, Article 25.
47 Regulation, Article 31.
8 Regulation, Article 32.
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12. SIRIUS PROJECT

The role of the SIRIUS project as a central reference point in the EU for knowledge-sharing on cross-border access
to electronic evidence is prominently acknowledged in the adopted Regulation. This is emphasized in Recital 77,
which highlights that: “Information and case law on the interpretation of the law of a third country and on
conflict of law procedures in Member States should be made available on a central platform such as the SIRIUS
project or the European Judicial Network, with a view to making it possible to benefit from experience and
expertise gathered on the same or similar questions”.

In line with this, the SIRIUS project will continue to support EU Member States’ authorities and EU Agencies in
preparation and eventual application of the EU Electronic Evidence legislative package through its resources,
knowledge-sharing and capacity-building activities.
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