FROM CANADA

1. BASIS FOR COOPERATION

A foreign state may request assistance from
Canada in gathering evidence through three

separate routes: () treaty and convention
requests, (ii) letters rogatory and (iii) non-
treaty requests. In rare circumstances, Canada
may enter into an administrative arrangement
with a non-treaty country to give effect to an
individual request for assistance.

Requests made under a treaty or convention,
and which seek court-ordered assistance, are
executed under Canada’s Mutual Legal
Assistance in Criminal Matters Act. The Act
permits assistance to be rendered at any stage
of a criminal matter, from investigation to
appeal. However, the Act stipulates that the
request must establish reasonable grounds to
believe that:

(i) An offence has been committed; and

(ii) Evidence of the commission of the
offence, or information that may

reveal the whereabouts of a suspect,

will be found in Canada.

NEXUS BETWEEN THE OFFENCE ALLEGED
AND THE EVIDENCE SOUGHT

When seeking assistance that requires the
issuance of compulsory measures (e.g.
production orders, search warrants, or
orders compelling statements/testimony), a
requesting country must provide Canada
with sufficient and clear information to
establish a connection between the foreign
investigation/prosecution and the evidence
or assistance requested.

The Sirius Project has received funding from the European Commission’s Service for Forelgn Policy lnstruments'(FPIi

Canada is also a party to a number of
multilateral conventions and bilateral treaties
with mutual legal assistance (MLA) obligations
(including the Council of Europe Budapest
Convention on Cybercrime).
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TREATIES THAT CANADAIS A PARTY TO

Information on treaties that Canada is a
Party to can be found here.

A list of multilateral treaties with MLA
obligations to which Canada is a party (as of
February 2025) can be found in ANNEX .

More limited types of assistance are available
to countries that are not party to an MLA
agreement with Canada. Under the Canada
Evidence Act, orders compelling witnesses to
give evidence and to produce records can be
issued at the request of a foreign country.
However, this avenue of cooperation requires
that:

(i) The request must be made by a judge,
court or tribunal in the requesting
country (Letters Rogatory);

(ii) The criminal matter for which the
assistance is sought must be pending
before the foreign judge, court or
tribunal; and

(iii) The request includes information that
indicates how the evidence sought is
relevant to the foreign proceedings.

In addition, to the extent possible, Canada will
also execute non-treaty requests for assistance
made by foreign police and prosecutors where
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the assistance needed may be provided on a
voluntary basis (e.g. taking voluntary
statements from persons; obtaining publicly
available documents; or serving documents).

Finally, the Mutual Legal Assistance in Criminal
Matters Act permits Canada to enter a time-
limited administrative arrangement with a
non-treaty country to respond to a request for
court-ordered assistance. This procedure is
available in exceptional circumstances.

2. SCOPE OF ASSISTANCE

The types of available assistance that Canada
can provide depend on the applicable legal
basis between Canada and the requesting
country. The types of court-ordered assistance
available to Canada’s MLA partners under the
statute include:

e Search and seizure;

e Gathering physical or documentary
materials;

e Compelling witnesses to give statements
or testimony, including by video or audio
link;

e Transferring sentenced persons to the
requesting country, with their consent, to
give evidence or to assist in an
investigation;

e Lending court exhibits;

e Examining a place or site in Canada;

e Enforcing foreign restraint, seizure and
forfeiture orders; and

e Enforcing criminal fines.

!
PRODUCTION ORDERS

The requirements and procedures to issue a
production order based on the MLA request
are described in the section Production
Orders of the Mutual Legal Assistance in
Criminal Matters Act.

Pursuant to section 18(1) a judge may make
an order for the gathering of evidence,
when there are reasonable grounds to
believe that:

a) an offence has been committed;
and

b) evidence of the commission of the
offence or information that may
reveal the whereabouts of a person
who is suspected of having
committed the offence will be
found in Canada (e.g. WHOIS
identified the IP address as being
held by a Canadian company).

WHAT DATA CAN BE REQUESTED?

MLA procedures allow for the preservation
and production of all types of stored
electronic data (subscriber data, traffic data
and content data).

3. REQUIREMENTS FOR

REQUESTS

!
PRIOR CONSULTATIONS

Before initiating the MLA request, prior
informal  consultation with Canadian
Central Authority is strongly recommended
to ensure that the assistance sought is
available under Canadian law and the
request will meet Canada’s legal
requirements. The contact details are
available in  section 6. CENTRAL
AUTHORITY.

All MLA requests to Canada must be made in
writing, in one of Canada’s two official
languages, French or English. They must be
addressed to the Canadian Central Authority
(see section Central Authority). A request not
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made in one of Canada’s official languages
must be accompanied by either an English or
French translation.

When there is an agreement in place with a
requesting country, the requirements stated in
that agreement should be included.

In general, an MLA request to Canada should
include or be accompanied by the following
information:

¢ The treaty, convention or other avenue of
cooperation being referred to in seeking
assistance from Canada;

e The name of the authority which is
conducting  the investigation and/or
prosecution;

e A detailed outline of the case under
investigation or prosecution, including a
summary of the evidence that supports the
investigation or prosecution;

e A verbatim text of all relevant legal
provisions under investigation or prosecution,
including applicable penalties; and

¢ An outline of the nature of the assistance
being sought and any particular requirements
that must be met (e.g. certification
requirements).

Please note that the proportionality of the
request for assistance and the level of
crime  being investigated will be
considered. If significant resources will be
required under Canadian law to execute a
request and the offence being investigated
is very minor, the request may be given low
priority.

REQUESTS PURSUANT TO THE
BUDAPEST CONVENTION ON
CYBERCRIME

States Parties to the Budapest Convention on
Cybercrime (Budapest Convention) can make
use of the possibilities for expedited
preservation of data pursuant to Article 16
(Expedited preservation of stored computer
data), Article 17 (Expedited preservation and
partial disclosure of traffic data), Article 29
(Expedited preservation of stored computer
data), and Article 30 (Expedited disclosure of
preserved traffic data).

For preservation requests on the basis of
Articles 29 and 30, Canada has designated the
following 24/7 Network point of contact:

Royal Canadian Mounted Police

National Operations Centre (NOC)
Ottawa, ON

E-mail: 24-7preservation@rcmp-grec.gc.ca

In the absence of other bilateral or multilateral
treaties, an MLA request can be received on
the basis of Article 27 (Procedures pertaining
to MLA requests in the absence of applicable
international agreements), provided that the
requesting country is also a Party to the
Convention.

F.

TEMPLATES FOR REQUESTS PURSUANT
TO THE BUDAPEST CONVENTION

Parties to the Budapest Convention can use
the Council of Europe MLA template for
expedited preservation of data under
Article 29 of the Convention (including a
number of bilingual templates) and the
MLA template for the production of
subscriber information under Article 31 of
the Convention (including a number of

bilingual templates).

4. GROUNDS FOR REFUSAL

The Minister of Justice is responsible for the
implementation of every agreement that is in
force to which Canada is a party and that
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contains a provision respecting MLA matters.
Therefore, MLA requests received from foreign
countries which seek the use of compulsory
powers under the Mutual Legal Assistance in
Criminal Matters Act require authorisation by
the Minister of Justice to provide the
assistance sought. When deciding whether to
authorise assistance, the Minister of Justice
considers the agreement under which an MLA
request is received and the Mutual Legal
Assistance in Criminal Matters Act.

The law governing MLA generally requires
Canada to consider whether it is in the “public
interest” to execute the request.

Examples of reasons which might warrant a
refusal of an MLA request based on the public
interest include those listed in section 9.4(2) of
the Mutual Legal Assistance in Criminal
Matters Act, which requires that an MLA
request for the forfeiture of seized assets
must be refused if the Minister of Justice:

e Has reasonable grounds to believe that the
request has been made for the purpose of
punishing a person by reason of their race,
sex, sexual orientation, religion,

nationality, ethnic origin, language,

colour, age, mental or physical disability

or political opinion;

e |s of the opinion that enforcement of the
order would prejudice an ongoing
proceeding or investigation;

e |s of the opinion that enforcement of the
order would impose an excessive burden
on the resources of federal, provincial or
territorial authorities;

e |s of the opinion that enforcement of the
order might prejudice Canada’s security,
national interest or sovereignty; or

e |s of the opinion that refusal of the request
is in the public interest.

5. CONFIDENTIALITY OF

REQUESTS

The Canadian Central Authority treats all

foreign requests made to Canada as
confidential. However, some disclosure may be
necessary, particularly where compulsory
measures are required to provide the
assistance. Therefore, in sensitive cases, the
MLA request should expressly set out the need
and reasons, for confidentiality.

6. CENTRAL AUTHORITY

Foreign central authorities should submit all
requests for MLA in criminal matters to the
Canadian Central Authority, that is, the
International Assistance Group at the
Department of Justice Canada. Accordingly,
MLA requests should be sent to:

International Assistance Group
Criminal Law Operations Section
National Litigation Sector
Department of Justice Canada
284 Wellington Street, 2nd Floor
Ottawa, ON K1A OH8

Canada

Contact details for inquiries:
Tel : (+1) 613-957-4832
E-mail : cdncentralauthority@justice.gc.ca

In addition, Canada has a liaison official in
Brussels to facilitate the processing of MLA
requests from countries in the European Union
as well as other European countries:

Liaison Counsellor, International
Criminal Cooperation (Justice)
The Mission of Canada to the
European Union

Avenue des Arts 58

1000 Brussels, Belgium

Contact details for inquiries:
Tel : +32 (0) 475 75 65 89
E-mail: BREU-Justice@international.gc.ca
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ADDITIONAL RESOURCES ON MLA
REQUESTS TO CANADA
General information on the MLA process in
Canada can be found on the Government
of Canada, Department of Justice Canada’s
website here.

7. LIMITATIONS ON THE USE

OF PROVIDED EVIDENCE

Please note that any evidence provided by
Canadian authorities in response to an MLA
request may only be used for the specific
purpose stated in the request. If further use of
the evidence is required, a requesting country
must first seek the consent of Canadian
authorities.

;| EUROJUST
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ANNEX I: INTERNATIONAL AGREEMENTS ON THE BASIS OF

WHICH MUTUAL LEGAL ASSISTANCE FROM CANADA CAN BE
REQUESTED

e Council of Europe Convention on Cybercrime (2001) and its Protocol concerning the

criminalisation of acts of a racist and xenophobic nature committed through computer systems
(2003)

e Convention on the Prevention and Punishment of the Crime of Genocide (1948)

e United Nations Convention for the Suppression of the Unlawful Seizure of Aircraft (1970)

e United Nations International Convention Against the Taking of Hostages (1979)

e United Nations Convention on the Physical Protection of Nuclear Material (1979) and its
Amendment (2005)

e United Nations International Convention for the Suppression of Acts of Nuclear Terrorism (2005)

e United Nations Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or
Punishment (1984)

e United Nations Convention for the Suppression of Unlawful Acts Against the Safety of Maritime
Navigation (1988)

e United Nations Convention Against lllicit Traffic in Narcotic Drugs and Psychotropic Substances
(1988)

e United Nations Convention on the Safety of United Nations and Associated Personnel (1994)

e United Nations International Convention for the Suppression of Terrorist Bombings (1997)

e United Nations International Convention for the Suppression of the Financing of Terrorism (1999)

e United Nations Convention against Transnational Organised Crime (2000), its Protocol against the

Smuggling of Migrants by Land, Sea and Air (2000), and its Protocol to Prevent, Suppression and

Punish the Trafficking in Persons, especially Women and Children (2000)

e United Nations Convention against Corruption (2003)

e United Nations Arms Trade Treaty (2013)

e QOrganisation for Economic Co-operation and Development Convention on Combating Bribery of

Foreign Public Officials in International Business Transactions (1997)
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ANNEX Il: FLOWCHART ON MAKING A MUTUAL LEGAL ASSISTANCE REQUEST TO CANADA

Prior
consultation
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cases
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! Prior Consultation

Before initiating an MLA request, prior consultation with the Canadian Central Authority is strongly
recommended, particularly in the most serious cases, to ensure that the sought assistance is available
under Canadian law and the request will meet Canada’s legal requirements.

European Union Member States and other European states, should contact the liaison official in
Brussels (in French or English) with any inquiries:

Liaison Counsellor, International Criminal
Cooperation (Justice)

The Mission of Canada to the European
Union

Avenue des Arts 58

1000 Brussels, Belgium

Tel.: +32 (0) 475 75 65 89

E-mail: BREU-Justice@international.gc.ca

Other countries should contact the Canadian Central Authority (in French or English):

International Assistance Group

Criminal Law Operations Section
National Litigation Sector
Department of Justice Canada
284 Wellington Street, 2nd Floor
Ottawa, ON K1A OH8

Canada

Tel.: 613-957-4832
E-mail: cdncentralauthority@justice.gc.ca

Note that foreign law enforcement and prosecution authorities should first contact their own central
authority before contacting the Canadian Central Authority for consultation regarding an MLA
request.
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1. Indication of the Mechanism to Seek Assistance

Indicate the treaty, convention or other avenue of cooperation which serves as the legal basis when
seeking assistance from Canada. Verify that grounds for refusal are not applicable.

2. Indication of the Authority Conducting the Investigation/Prosecution

Clearly indicate the name of the authority conducting the investigation and/or prosecution, including
the names and contact numbers of key authorities familiar with the case. In addition, provide the
name and contact information of the requesting Central Authority official for clarification or to obtain
additional information.

3. Summary of the case

Provide a detailed outline of the case under investigation or prosecution, including a summary of the
evidence that supports the investigation or prosecution. This outline should include the following:

a. If witness statement/testimony is sought, include:

e The name, nationality and location of the witness(es);

e Their status in the case (suspect/accused or a witness);

e Aclear explanation of how the information sought from the witness is relevant to the
case; and

e If known, an indication of whether the witness is likely to cooperate in providing the
statement/testimony.

b. If documentary evidence is needed, set out:

e The nature of the documentary evidence;
e The location of the evidence; and
e The reasons why the evidence will be relevant to the case.

For example, when bank or financial records are sought, identify the nature of the records,
the name and location of the financial institution where they are believed to be held, the
relevant account number, and explain why the records will assist in advancing the case.

c. If the execution of a search warrant is sought, explain:

e The reason why this measure is required; and
e How the items to be seized will be relevant to the case.

d. If seizure/confiscation of proceeds and instrumentalities of crime is requested, set out the
basis to believe that the property constitutes the proceeds or instrumentalities of crime.
Specifically, establish a clear connection between the criminal case and the alleged proceeds
or instrumentalities located in Canada. It is insufficient to seek the restraint of all accounts
related to a person under investigation or prosecution, however, equivalent value/substituted
asset recovery may be possible.

4. Setting out Applicable Legal Provisions

Specify the verbatim text of all relevant legal provisions under investigation or prosecution, including
applicable penalties.
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5. Specify assistance being sought

Specify what exactly is requested as assistance from Canada, and any particular requirements that
must be met (e.g. certification/authentication needs). In addition, considering the nature of the
assistance sought, the following information must be included:

a.

If witness statement/testimony is sought:

Clearly describe the subject matter of the testimony or statement sought (if possible, include
a list of questions to be posed). If statements are requested, include instructions as to whether
these are to be sworn or affirmed. In addition, indicate whether the investigating/prosecuting
officials from the requesting country wish to participate in the interviews in Canada, and if so,
explain why this is necessary.

If documentary evidence is sought:

Identify the specific documents required. For example, if bank records are sought, specify
whether this includes signature cards, account opening statements, account ledger cards,
correspondence to and from the account holder, and similar documents.

If search and seizure is sought:

Identify the precise location in Canada to be searched and the specific items to be seized. This
assistance is available only to states making requests pursuant to an applicable treaty or
convention.

If enforcement of order to seize/freeze/restrain proceeds or instrumentalities of crime is
sought:

Canada may not seize criminal proceeds or instrumentalities of crime at the request of a
foreign country unless the requesting country seeks this assistance under an applicable treaty
or convention and provides Canada with a seizure order issued by the foreign criminal court.
The foreign seizure order can be enforced under Canadian law. Note, however, that the
person whose property is to be seized must be criminally charged in the requesting country.
Note also that double criminality is a requirement when asking Canada to enforce a foreign
seizure order. It is recommended that the requesting country consult with the Canadian
Central Authority before seeking assistance to enforce a seizure order to ensure that the
request will meet Canadian legal requirements.

If enforcement of order to forfeit/confiscate proceeds or instrumentalities of crime is
sought:

Canada may not confiscate criminal proceeds or instrumentalities of crime at the request of a
foreign country unless the requesting country seeks this assistance under an applicable treaty
or convention and provides Canada with a confiscation order issued by the foreign criminal
court. The foreign confiscation order can be enforced under Canadian law. Note, however,
that the person whose property is to be confiscated must be criminally convicted in the
requesting country. Note also that double criminality is a requirement when asking Canada to
enforce a foreign confiscation order. Both the conviction and the order must be final and not
subject to further appeal. It is recommended that the requesting country consult with the
Canadian Central Authority before seeking assistance to enforce a confiscation order to
ensure that the request will meet Canadian legal requirements.

In addition, if relevant, specify any certification requirements for the evidence being requested.

10
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6. Specify Confidentiality Requirements

If the case is particularly sensitive, the need and reasons for confidentiality should be expressly set
out in the request.

7. Specify Any Urgency in the Execution of the Request

Specify any time limit within which compliance with the request is desired, and provide the reason for
the time constraints (e.g., pending court proceeding or time-sensitive investigation). It is important to
indicate precise dates if the urgency relates to a limitation or prescription period.

8. Translate the Request
Attach French or English translations for all documents that are not in either of these languages.
9. Submit the Request
Once all of the above-mentioned steps are completed, an electronic copy of the request should be
sent via e-mail to the Canadian Central Authority for execution, at the e-mail address indicated in
section Central Authority. If a hard copy of the request is required, the mailing address of the Canadian
Central Authority may also be used.
I e
= In addition, if relevant:

e Advise Canada of any media attention the case has received, or if the case is otherwise
considered high-profile in the requesting country.

e Any evidence provided by Canada in response to an MLA request may only be used for the
specific purpose stated in the request. If further use of the evidence is required, the
requesting country must first obtain the consent of Canadian authorities.
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