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                 DATA PROTECTION NOTICE 
SIRIUS Webinar: The U.S. Mutual Legal Assistance Process and Electronic Evidence 

 
As Eurojust collects and further processes personal data, it is subject to Regulation (EU) 2018/1725 of 23 
October 2018 on the protection of natural persons with regard to the processing of personal data by the 
Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing 
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘the Regulation’). 
 
The following information is provided as per Article 15 of the Regulation. 
 

1. Context of the processing activity and Controller  

The activity consists of a SIRIUS Project webinar organised in line with Contribution Agreement 
NDICI/2024/700002618. The Description of Action foresees that, in cooperation with competent 
authorities from specific countries (e.g. the United States Department of Justice and Liaison Prosecutors’ 
Offices at Eurojust), Eurojust will organise annual webinars on obtaining Mutual Legal Assistance (MLA) in 
criminal matters from specific jurisdictions, with a particular focus on obtaining electronic evidence. This 
webinar is organised by Eurojust in cooperation with the U.S. Department of Justice. 
 
The webinar will take place online via Eurojust videoconferencing system based on Webex. For more 
information, please consult our Data protection notice for the processing of personal data in the context 
of the use of WebEx meetings and DP notice for processing of personal data in the context of 
Infrastructure Log files.  

For the purposes of online training (the activity is foreseen in the Description of Action) and with the 
consent of the speakers, the webinar (presentations) will be recorded, excluding the Q&A sessions and 
instant messages received via Webex chat. The recording will be made available on the restricted SIRIUS 
platform within the Europol Platform for Experts (EPE) and will be accessible exclusively to the SIRIUS 
judicial and law enforcement community. Personal data on the EPE is handled by Europol in accordance 
with the provisions of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 
October 2018 on the protection of natural persons with regard to the processing of personal data by the 
Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing 
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC applicable to all administrative personal data 
held by Europol in accordance with Article 46 of the Europol Regulation. 

The data controller is the Head of the Casework Serious and Organised Crime Unit (CWU-SOC) and can be 
contacted via the email address operations@eurojust.europa.eu. 
 
2. What personal information do we collect, for what purpose, under which legal bases and through 
which technical means?  

Purpose of the processing 

The overall purpose of processing personal data is to organize, manage and record an online webinar 
which will be taking place via Eurojust’s video conferencing system in compliance with applicable data 
protection rules. No permanent copy of the webinar recording will be retained. The recording will be 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2018.295.01.0039.01.ENG&toc=OJ%3AL%3A2018%3A295%3ATOC
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
https://www.eurojust.europa.eu/sites/default/files/Dataprotection/2020-05_DPnotice_infrastructure-log-files.pdf
https://www.eurojust.europa.eu/sites/default/files/Dataprotection/2020-05_DPnotice_infrastructure-log-files.pdf
https://sts.europol.europa.eu/adfs/oauth2/authorize?scope=openid+email+profile&response_type=code&redirect_uri=https%3A%2F%2Fepe.europol.europa.eu%2Fc%2Fportal%2Flogin%2Fopenidconnect&state=odNrk7M0rxpgTSbfcS0enOnh4DTD96T_o5Pa8Wh6oeQ&code_challenge_method=S256&nonce=KHdIA9gu1AHuGKhhT5OcVNpkt1wiJ2tR3HAmrECS_aU&client_id=http%3A%2F%2FPRD_Epe5&code_challenge=PMLHx-Qk_5zYmV8HzajQzO5ZOcBME4ibSUCCKBnRrHc
https://sts.europol.europa.eu/adfs/oauth2/authorize?scope=openid+email+profile&response_type=code&redirect_uri=https%3A%2F%2Fepe.europol.europa.eu%2Fc%2Fportal%2Flogin%2Fopenidconnect&state=odNrk7M0rxpgTSbfcS0enOnh4DTD96T_o5Pa8Wh6oeQ&code_challenge_method=S256&nonce=KHdIA9gu1AHuGKhhT5OcVNpkt1wiJ2tR3HAmrECS_aU&client_id=http%3A%2F%2FPRD_Epe5&code_challenge=PMLHx-Qk_5zYmV8HzajQzO5ZOcBME4ibSUCCKBnRrHc
https://epe.europol.europa.eu/group/europol/privacy-statement
https://www.europol.europa.eu/processing-of-personal-data
mailto:operations@eurojust.europa.eu
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processed only for the time strictly necessary to prepare it for publication on the EPE platform, including 
technical editing. The recording will be removed from EPE upon request by any speaker whose 
presentation was recorded. The processing is not intended to be used for any other purposes.  
 
Participant registration is carried out via a registration link provided by Eurojust’s Events Team. To know 
more about the processing of personal data in this context, please check the relevant Data Protection 
notice on Processing of personal data in the context of the event management system Stova.  

The list of participants and their contact details is generated through this link and is accessible only to the 
webinar organisers and authorised Eurojust staff members. The contact details are used solely for the 
purpose of disseminating the webinar connection credentials and follow up after the webinar if needed 
(e.g. providing presentations). The contact details of the participants are not shared among them.  

Types of personal data  

The following categories of personal data are processed in the context of the above-mentioned 
processing activity: 

• From the registration link the following data will be collected: 

- last name; 
- first name; 
- function; 
- organization; 
- country;  
- email address; 
- registration date and status. 

Please see the details in Data Protection notice on Processing of personal data in the context of the event 
management system Stova.  

• To be informed what data will be collected via Webex please see Data protection notice on processing 
of personal data in the context of the use of WebEx meetings. 

 
As part of the nature of a collaborative tool, additional non-personal data may be included in the 
information that is exchanged between Eurojust and stakeholders, such as instant messages via Webex 
chat. Please note that during the webinar, there will be recording of the presentations, excluding Q&A 
sessions as well as instant messages received via Webex chat. 
 
Legal basis  

The processing of personal data is necessary to carry out the SIRIUS Project’s activities as foreseen in the 
project’s Description of Action under the Contribution Agreement NDICI/2024/700002618. The 
lawfulness of the processing will be based on Article 5 (1) (a) of Regulation (EU) 2018/1725), and in 
particular the provisions establishing Eurojust and Eurojust’ s tasks (Article 1(1) and Article 2(1) of the 
Eurojust Regulation) and 5 (1) d of the Regulation (EU) 2018/1725. 

For the speakers: Please note that you have the right to withdraw your consent at any time. To do that, 
please contact the data controller via operations@eurojust.europa.eu and we will do what is technically 
and organisationally possible to accomplish your request as soon as possible. 

https://events.eurojust.europa.eu/website/18809/login/144979?redirectUrl=https%3A%2F%2Fevents.eurojust.europa.eu%2Fwebsite%2F18809%2F%3Ft%3Daea372cb7991988b5b7d9c71e22b16af%26t%3Daea372cb7991988b5b7d9c71e22b16af&lang=eng&t=aea372cb7991988b5b7d9c71e22b16af
https://www.eurojust.europa.eu/document/elu-04-processing-personal-data-context-event-management-system-stova
https://www.eurojust.europa.eu/document/elu-04-processing-personal-data-context-event-management-system-stova
https://events.eurojust.europa.eu/website/18809/login/144979?redirectUrl=https%3A%2F%2Fevents.eurojust.europa.eu%2Fwebsite%2F18809%2F%3Ft%3Daea372cb7991988b5b7d9c71e22b16af%26t%3Daea372cb7991988b5b7d9c71e22b16af&lang=eng&t=aea372cb7991988b5b7d9c71e22b16af
https://www.eurojust.europa.eu/document/elu-04-processing-personal-data-context-event-management-system-stova
https://www.eurojust.europa.eu/document/elu-04-processing-personal-data-context-event-management-system-stova
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
mailto:operations@eurojust.europa.eu
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Technical means  

Eurojust's video conferencing system is based on Cisco solutions that are hosted on the Eurojust premises 
and operated entirely by Eurojust post holders. 

External participants can access video conferences hosted by Eurojust using various solutions and 
protocols including various hardware clients (video conference equipment), software clients (for desktops 
and smartphones) or browser plugins.  

The browser plugin is available to be downloaded from a web service hosted by Eurojust. For some 
browsers, however, additional software modules have to be installed by the user, which are hosted on 
third-party websites. For such modules, as well as for hardware and software clients not provided by 
Eurojust, external users are referred to the privacy notice of the respective solution provider.  

3. Who has access to your personal data and to whom is it disclosed? 
With regard to the organisation, management and recording (parts of the event as mentioned above), 
access to the personal data will be granted on a need-to-know basis to duly authorised staff members 
from the SIRIUS Project team (for all provided personal data), authorised Eurojust staff members within 
Casework Serious and Organised Crime Unit (for all provided personal data), as well as Events Unit (for 
registration data) and Information Management Unit (for Webex-related data). 
 
If a third-party solution is used to access the video conference, as explained in Section 2. Technical means 
above, then the respective third-party solution provider may process personal data in accordance with 
their privacy policies and notices. 
 
Please note, that no data will be transferred to the Third countries.  
 

4. How do we protect and safeguard your information?  

We take appropriate technical and organizational measures in order to safeguard and protect your 
personal data from accidental or unlawful destruction, loss, alteration, unauthorized disclosure or 
access.  

All IT tools at Eurojust are used according to a standard set of security and are thoroughly tested 
accordingly, to ensure robustness and reliability.  

5. How can you verify, modify or delete your information?  

You have the right to access your personal data and to relevant information concerning how we use your 
personal data. You have the right to request rectification of your personal data. You have the right to ask 
that we delete your personal data or restrict its use. Where applicable, you have the right to object to our 
processing of your personal data, on grounds relating to your particular situation. Where applicable, you 
have the right to your data portability. We will consider your request, take a decision, and communicate 
it to you. For more information, please see Articles 14 to 21, 23 and 24 of Regulation (EU) 2018/1725. 
Please note that in some cases restrictions under Article 25 of Regulation (EU) 2018/1725 may apply (see 
College Decision 2020-04 of 15 July 2020 on internal rules concerning restrictions of certain data subjects’ 

https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
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rights in relation to the processing of personal data in the framework of activities carried out by Eurojust, 
available in the Eurojust website here). 

To exercise your rights, please contact operations@eurojust.europa.eu. 

6. How long do we keep your personal data?  

Personal data generated before (e.g. list of participants), during (e.g. video recording) and after the 
webinar (e.g. emails for the dissemination of further communication such as presentations, if needed) will 
be stored for the period of time necessary to achieve the purpose for which they have been processed. 
Once the webinar has concluded and all related materials have been distributed, the list of participants 
will be deleted. The webinar recording will be retained on the EPE platform until a data subject submits a 
request for its removal. 
 
To know on how long we keep your personal data using Eurojust videoconferencing system based on 
Webex, please consult Data protection notice for the processing of personal data in the context of the use 
of WebEx meetings. For more information regarding data stored using the event management system 
Stova, please see Processing of personal data in the context of the event management system Stova. For 
more information regarding gathering and use of personal data on Europol Platform for Experts, please 
see EPE Privacy Statement.  

 

7. Contact information  

In case of queries regarding the processing of personal data you may also contact the Data Protection 
Officer of the Eurojust (dpo@eurojust.europa.eu).  

 

8. Recourse  

You have the right to lodge a complaint to the European Data Protection Supervisor via the email 
edps@edps.europa.eu or https://edps.europa.eu/data-protection/our-role-supervisor/complaints_en if 
you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the 
processing of your personal data. 

https://www.eurojust.europa.eu/document/rules-procedure-restrictions-certain-data-subject-rights-relation-processing-personal-data
mailto:operations@eurojust.europa.eu
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
https://www.eurojust.europa.eu/document/data-protection-notice-processing-personal-data-context-use-webex-meetings-0
https://www.eurojust.europa.eu/document/elu-04-processing-personal-data-context-event-management-system-stova
https://epe.europol.europa.eu/group/europol/privacy-statement
mailto:edps@edps.europa.eu
https://edps.europa.eu/data-protection/our-role-supervisor/complaints_en

