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DATA PROTECTION NOTICE
Employee Advocacy tool

As Eurojust collects and further processes personal data, it is subject to Requlation (EU) 2018/1725 of 23
October 2018 on the protection of natural persons with regard to the processing of personal data by the
Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘the Regulation’).

The following information is provided as per Article 15 of the Regulation.

1. Context of the processing activity and Controller

As part of the Corporate Department at Eurojust, the Corporate Communications Unit (CCU) is responsible
for the social media presence of Eurojust.

As part of the Eurojust multiannual strategy, raising Eurojust visibility is a priority for the Unit. Part of this
is engaging with Eurojust core audiences on social media. To enhance Eurojust presence on social media
and align messaging from representatives, CCU will start a Social Media Ambassador Programme. Eurojust
National Members, Liaison Prosecutors and postholders will be able to volunteer to become part of the
Social Media Ambassador Programme. With their consent, they will get access to an online tool,
Parliament by Hootsuite, and connect their (participating) social media channels. In Parliament, CCU can
insert draft social media posts and images that the volunteers can post on their own social media
channels.

Collection and processing of personal data within CCU are under the responsibility of the Controller, who
is the Head of CCU, and can be reached at the address DP_comms@eurojust.europa.eu.

2. What personal information do we collect, for what purpose, under which legal bases and through
which technical means?

Purpose of the processing

For the volunteers of the Social Media Ambassador Programme to get access to the Parliament tool, they
will need to create an account with their professional email address and a password of their choosing.

When the ambassadors have created their account, they are able to link personal social media accounts
of their choosing to the platform so that the posts created by CCU can be directly posted to the
ambassador’s social media channels.

Eurojust’s Corporate Communications Unit, via the Parliament tool, will also collect and process data to
aid in reporting and evaluating the effectiveness of the programme (i.e. what content is shared, which
platforms are used by ambassadors, etc.).

While the personal social media channels of ambassadors need to be connected to the Parliament tool
for the ambassadors to make use of the content shared by CCU and for the reporting described above,
ambassadors remain in full control of what is posted on their personal social media accounts. CCU is not
able to post content or change posted content on the personal channels, either via Parliament or other
means.
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The Parliament tool makes it possible to add Artificial Intelligence (Al) functionality to the tool and for
users to edit posts created by CCU. To follow the Al policy of Eurojust and to ensure message consistency,
these functionalities will be disabled.

Types of personal data

The following categories of personal data are processed in the context of the above-mentioned
processing activity:

- Name and Surname
- Professional email address
- Password for the Advocacy tool

- Personal data from social media platforms (username, profile picture, e-mail address linked to
account(s))

- User activity (content shared, links clicked)

Legal basis

The processing of data by CCU is subject to Regulation (EU) 2018/1725 of the European Parliament and of
the Council of 23 October 2018 on the protection of natural persons with regard to the processing of
personal data by the Union institutions, bodies, offices and agencies and on the free movement of such
data, and repealing Regulation (EC) No 45/2001 and Article 5(1)(d) of regulation 1725.

Technical means

After the volunteers consent to gaining access to the Parliament platform, they will create an account
with their work email address and a password. On the platform, they can link the social media accounts
of their choosing to the platform. This is done with a direct tunnel that will be created by allowing the
Parliament platform access to the social media’s API.

3. Who has access to your personal data and to whom is it disclosed?

After consenting to being part of the Social Media Ambassador Programme, CCU will collect the
volunteer’s professional e-mail address to create an account on the Parliament tool.

The professional e-mail address and password used to gain access to Parliament will be stored by
Hootsuite. Hootsuite stores the account data on the basis of their privacy policy.

When the volunteer decides to not take part in the Social Media Ambassador Programme anymore, their
account will be deleted and the data will be removed by CCU and Hootsuite. When the account is deleted,
the Parliament platform’s access to the volunteer’s social media accounts will also be deactivated.

4. How do we protect and safeguard your information?

The personal data will be stored by CCU at Eurojust’s secure premises and are protected by Eurojust-
specific physical security measures.

Only CCU staff who directly work on the Social Media Ambassador Programme will have access to the
personal data stored.
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Hootsuite ensures that the personal data is securely stored, following their data protection and security
policy.

5. How can you verify, modify or delete your information?

You have the right to access your personal data and to relevant information concerning how we use your
personal data. You have the right to request rectification of your personal data. You have the right to ask
that we delete your personal data or restrict its use. Where applicable, you have the right to object to our
processing of your personal data, on grounds relating to your particular situation. Where applicable, you
the right to your data portability. We will consider your request, take a decision, and communicate it to
you. For more information, please see Articles 14 to 21, 23 and 24 of Regulation (EU) 2018/1725. Please
note that in some cases restrictions under Article 25 of Regulation (EU) 2018/1725 may apply (see College
Decision 2020-04 of 15 July 2020 on internal rules concerning restrictions of certain data subjects’ rights
in relation to the processing of personal data in the framework of activities carried out by Eurojust,
available in the Eurojust website here).

To exercise your rights, please contact communications@eurojust.europa.eu.

6. How long do we keep your personal data?

Data will be stored as long as the volunteer consents to taking part in the Social Media Ambassador
Programme. As soon as consent is retracted, the personal data will be removed by CCU and Hootsuite.
When the Parliament contract has expired, all data will be removed.

7. Contact information

In case of queries regarding the processing of personal data you may also contact the Data Protection
Officer of the Eurojust (dpo@eurojust.europa.eu).

8. Recourse

You have the right to lodge a complaint to the European Data Protection Supervisor via the email
edps@edps.europa.eu or https://edps.europa.eu/data-protection/our-role-supervisor/complaints_en
if you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the
processing of your personal data.
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