
1. ISSUE FRAMING

The amount of digital data stored by Online Service 
Providers (often based in foreign jurisdictions) has 
been growing fast, leading to an increasing demand 
for cross-border access to electronic evidence 
(e-evidence) in criminal investigations1. 
International cooperation between competent 
authorities is of significant importance in preserving 
and obtaining access to this type of evidence, which 
is reflected in a consistently rising number of 
requests for Mutual Legal Assistance (MLA)2. 

While the use of digital technologies has changed 
the type of evidence often needed in criminal 
investigations3, digitalisation of judicial 
cooperation procedures has been lagging behind 
the trend. The transmission process of MLA 
requests that is currently in place is still heavily 
paper-based and reliant on slow or non-secure 
channels of communication, such as mail, courier, 
fax or email. Likewise, data collected through the 
MLA procedures is generally copied onto storage 
devices (e.g. CD-ROMs or portable external hard 
drives) by judicial authorities and sent to the 
requesting authorities via traditional means of 
exchange. In this context, formal MLA procedures 
have been widely criticised as being too slow and 
ill-adapted to the reality, in particular the nature of 
e-evidence which is not only more volatile but also
easier to manipulate than traditional types of
evidence4.

Against this background, several stakeholders have 
called for improvements of “digital justice” 
infrastructure for cooperation across borders5. 
Accordingly, various initiatives on digital platforms 
for cross-border transmission of judicial 
cooperation measures and electronic exchange of 
case-related data in criminal investigations have 
been promoted in recent years at the EU level  

1 Commission Staff Working Document, Impact assessment 
accompanying the e-evidence package proposals, 17 April 2018. 
2 Informal Expert Group Meeting on International Cooperation in 
Criminal Matters, Summary of the Chair, 9-11 April 2019. 
3 Interpol, Resolution No. 4  GA-2018-87-RES-04. 
4 Internet & Jurisdiction Policy Network, Cross-border Access to 
Electronic Evidence (2021), p. 4; and Commission, 
Recommendation for a Council Decision authorising the opening 
of negotiations between the EU and the U.S. on cross-border 
access to electronic evidence, COM(2019) 70 final. 
5 EVIDENCE2e-CODEX, Evidence2e-codex Follows Closely the e-
MLA Initiative; and Biasiotti, M. A. et al. (Eds.) (2018). Handling 
and Exchanging Electronic Evidence Across Europe, p. 118. 
6 Interpol, Resolution No. 4  GA-2018-87-RES-04. 
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(e- Evidence Digital Exchange System - eEDES) and 
globally (e-MLA Initiative). Despite their 
operational and institutional framework 
differences (e.g. eEDES is used only for EU Member 
States), all these initiatives emphasise the 
importance of advancing international cooperation 
and securing cross-border e-evidence in a timely 
but secure and admissible manner6. 

On 1 December 2021, the Commission adopted the 
proposal on the digitalisation of judicial 
cooperation and access to justice in cross-border 
civil, commercial and criminal matters, and 
amending certain acts in the field of judicial 
cooperation, where it proposed the 
implementation of a software to be built upon the 
eEDES7. 

2. OBJECTIVE

The existing eEDES and e-MLA initiatives do not in 
themselves introduce new instruments of judicial 
cooperation, nor does linking IT systems with MLA 
processing intend to replace the legal work of 
judicial authorities in preparing and executing the 
MLA requests. The digitalisation of the judicial 
cooperation channels does, however, aim to 
facilitate (i.e. standardize) and strengthen 
(i.e. make more secure and allow for the 
establishment of authenticity and integrity of 
transmitted documents) the existing 
judicial cooperation mechanisms in 
criminal matters8. 

7https://ec.europa.eu/info/files/proposal-regulation-
digitalisation-eu-cross-border-judicial-cooperation_en 
8 Commission, Proposal for a Regulation on European Production 
and Preservation Orders for electronic evidence in criminal 
matters, COM(2018) 225 final; Interpol, INTERPOL presents e-
MLA initiative at UNODC conference, 24 October 2018; 
Commission, Proposal for a Regulation on a computerised 
system for communication in cross-border civil and criminal 
proceedings (e-CODEX system), COM(2020) 712 final (e-CODEX 
Regulation Proposal); Biasiotti, M. A. et al. (Eds.) (2018). 
Handling and Exchanging Electronic Evidence Across Europe, p. 
112; and Interpol, INTERPOL presents e-MLA initiative at UNODC 
conference, 24 October 2018. 

UNCLASSIFIED  

 The SIRIUS project has received funding from the European Commission’s Service for Foreign Policy (FPI) under contribution 
agreement No PI/2020/417-500. This document was produced with the financial assistance of the European Union. The views 
expressed herein can in no way be taken to reflect the official opinion of the European Union.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwi1sN-Nqu_zAhW1h_0HHWKoAAAQFnoECAcQAQ&url=https%3A%2F%2Fwww.unodc.org%2Fdocuments%2Finternational-cooperation%2FNews_and_events%2FSUMMARY_OF_THE_CHAIR.pdf&usg=AOvVaw0X0Q7PNk1aRx6afMwRnFoo
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiIoonVqu_zAhXkQeUKHXL6DcMQFnoECAMQAQ&url=https%3A%2F%2Fwww.interpol.int%2Fcontent%2Fdownload%2F5905%2Ffile%2FGA-2018-87-RES-04%2520The%2520e-MLA%2520Initiative.pdf&usg=AOvVaw1GASmm2ve6ZuFwDD01fGub
https://eur-lex.europa.eu/resource.html?uri=cellar:b1826bff-2939-11e9-8d04-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://evidence2e-codex.eu/a/evidence2e-codex-follows-closely-the-e-mla-initiative
https://evidence2e-codex.eu/a/evidence2e-codex-follows-closely-the-e-mla-initiative
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiIoonVqu_zAhXkQeUKHXL6DcMQFnoECAMQAQ&url=https%3A%2F%2Fwww.interpol.int%2Fcontent%2Fdownload%2F5905%2Ffile%2FGA-2018-87-RES-04%2520The%2520e-MLA%2520Initiative.pdf&usg=AOvVaw1GASmm2ve6ZuFwDD01fGub
https://ec.europa.eu/info/files/proposal-regulation-digitalisation-eu-cross-border-judicial-cooperation_en
https://ec.europa.eu/info/files/proposal-regulation-digitalisation-eu-cross-border-judicial-cooperation_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1524129181403&uri=COM:2018:225:FIN
https://www.interpol.int/en/News-and-Events/News/2018/INTERPOL-presents-e-MLA-initiative-at-UNODC-conference
https://www.interpol.int/en/News-and-Events/News/2018/INTERPOL-presents-e-MLA-initiative-at-UNODC-conference
https://ec.europa.eu/info/sites/info/files/law/contribute_to_law-making/documents/e-codex-main-act-en.pdf
https://www.interpol.int/en/News-and-Events/News/2018/INTERPOL-presents-e-MLA-initiative-at-UNODC-conference
https://www.interpol.int/en/News-and-Events/News/2018/INTERPOL-presents-e-MLA-initiative-at-UNODC-conference


Digital Exchange Platforms 
eEDES 

3. BACKGROUND

At the EU level, there is currently no applicable legal 
framework specifically on cross-border exchange of 
e-evidence, so the standard framework and
mechanisms are used. The EU Institutions have
been, however, in the last years (in the context of
the digitalisation of justice in the EU) calling for
improvements of the mechanisms of exchange of
e-evidence between judicial authorities of
Member States.

In particular, the Council of the EU kicked off the 
discussion on creating a platform, such as eEDES, in 
its Conclusions of 9 June 2016. Recognising that the 
MLA procedures related to electronic data should 
be accelerated and streamlined, the Council asked 
the European Commission to develop “a secure 
online portal for electronic requests and responses 
concerning e-evidence and the corresponding 
procedures”.  

On the basis of the above Council’s request, the 
Commission, together with the experts from 
participating Member States built an IT platform for 
judicial cooperation in criminal matters 
– the eEDES. The system was agreed to be set up in
a decentralised and interoperable way with a
secure communication channel connecting secure
portal installations in each Member State
(front-end Reference Implementation Portal).
E-CODEX (e-Justice Communication via Online Data
Exchange), which started as a project managed by a
consortium of Member States and organisations9,

9 e-CODEX Regulation Proposal. e-CODEX was developed by 21 
MS with the participation of other third countries/territories and 
organisations between 2010 and 2016. Currently it is managed 
by a consortium of Member States and other organisations 
financed by an EU grant. 
10 Commission Staff Working Document, Accompanying the 
Communication from the Commission on Digitalisation of justice 
in the European Union: A toolbox of opportunities, COM(2020) 
710 final, 2 December 2020.  

was selected as the preferred communication 
infrastructure supporting this platform10. 

Since inception, the Commission has provided 
comprehensive support (financial, technical, 
training) for the implementation of eEDES at 
national level and for its subsequent operation 
(to continue until 2024)11, expecting the 
Member States to connect by 202112. 
In December 2019, the demonstrative version of 
eEDES was opened to the Member States with a 
production ready version of the Reference 
Implementation available as of April 202013. 

4. SCOPE OF THE PLATFORM

The objective of the eEDES is to allow competent 
Member State judicial authorities to communicate 
with each other with respect to electronic 
exchanges in the context of procedures currently 
integrated in the system.  

INSTRUMENTS AND DATA COVERED 

The procedures currently integrated into the eEDES 
are the European Investigation Order (EIO) and 
MLAs in the criminal law field. 
The competent authorities will be able to use eEDES 
to transmit EIO orders, MLA requests and 
associated evidence in digital format.  

USERS – ACCESS 

For the time being, only judicial authorities of EU 
Member States can be provided with access to the 
eEDES, as well as National Desks at Eurojust. 

SPECIAL FEATURES 

eEDES is designed to be interoperable with national 
case management systems. To ensure high level of 
security the portal uses a 2-factor authentication 
and end-to-end encryption for transmission of 
requests and data. The tracking is ensured with 
timestamps and delivery status of the exchanged 
messages; status of actions taken in the particular 
case is also indicated in the system. 

The interface and forms are available in all 
EU official languages offering a multilingual 
environment to its users. As an additional support 
to the users, they can choose the competent 

11 Council of the EU, Note, Digital Justice: e-evidence c) e-
Evidence Digital Exchange System: state of play, 4 March 2020. 
12 e-CODEX Regulation Proposal. 
13 Futurium, Action Dashboard, Action 21: IT platform for 
exchange of electronic evidence between judicial authorities. 

This document analyses the e-Evidence Digital 

Exchange System (eEDES). 

The following documents, available on the SIRIUS 

platform, present other initiatives on digital 

exchange platforms in the context of cross-border 

criminal investigation: 

- The Electronic Mutual Legal Assistance: 

Interpol’s e-MLA Initiative;

- The UNODC’s Secure Communication Platform.

These documents capture the platforms as currently 

envisaged, which might change in the future.  
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executing EU authority and, in reverse, verify the 
competence of the requesting authority with the 
help of a drop-down menu based on 
EJN’s Atlas tool (see ANNEX for a visual 
representation of the eEDES).  

5. STATE OF PLAY 

Several Member States should have already 
completed their implementation at the national 
level and connected to the eEDES in the course of 
2020 and 202114. The exact number of Member 
States currently connected to eEDES and the 
implementation stage of others are however 
unknown as developments are ongoing15. In any 
event, all EU Member States continue to be strongly 
encouraged to connect to eEDES16. 

6. THE WAY FORWARD 

A number of important eEDES developments are 
foreseen in the near future, including the new types 
of judicial cooperation instruments to be integrated 
in the platform and the additional users authorized 
to access it.  

INSTRUMENTS AND DATA COVERED 

As regards the procedures supported by eEDES, 
currently limited to EIO and MLA between 
EU Member States, the platform is expected to be 
extended to additional judicial cooperation 
instruments in criminal matters (e.g. European 
Arrest Warrant)17 and any kind of information 
exchanges between judicial authorities in the 
Member States and the EU Agencies in the 
framework of criminal justice cooperation 
procedures18.  

USERS – ACCESS  

As regards the question of access to the platform, 
which is currently limited to judicial authorities of 
EU Member States and Eurojust National Desks, the 
platform is looking to be extended to two new 
groups of users in the future.  

 Service Providers 

Currently, only individual EU Member States 
(e.g. Austria, France, and Spain) have in place 

                                                                 
14 Council of the EU, Note, 4 March 2020. 
15 COM(2020) 710 final. 
16 Ibid.; and Commission, Communication on the EU Strategy to 
tackle Organised Crime 2021-2025 COM(2021) 170 final, 14 April 
2021. 
17 Council of the EU, Note, Council Conclusions “Access to Justice 
– Seizing the Opportunities of Digitalisation”, 8 October 2020. 
18 The future scope of eEDES is expected to be laid down in the 
EU Commission’s legislative proposal on the digitalisation of 
cross-border judicial cooperation procedure – upcoming by the 
end of 2021. 

official platforms for transmitting data requests to 
private companies within their jurisdictions and, in 
response, for transferring electronic information 
held by the companies back to the national 
authorities19.  

 EU Agencies and Bodies 

In order to effectively support the relevant Member 
States’ authorities in the fight against cross-border 
crime, the European Public Prosecutor’s Office 
(EPPO), the European Anti-Fraud Office (OLAF) and 
other relevant Agencies might in the future be 
provided with access to a trusted communication 
channel and applications for the exchange of 
evidence between national authorities and 
between those authorities and the EU agencies and 
bodies, as it is already the case for the EU Agency 
for Criminal Justice Cooperation (Eurojust)20. 
The second venue of expansion of access to eEDES 
is thus foreseen by interconnecting Member States’ 
authorities with relevant EU Justice and 
Home affairs Agencies21.  

SPECIAL FEATURES 

Given the relevance of e-CODEX (communication 
infrastructure) for the eEDES set-up, the future of 
this IT system is of particular relevance for the 
platform’s development as well. On 2 December 
2020, the Commission put forward an e-CODEX 
Regulation proposal, which provides a legal basis at 
the EU level for the e-CODEX system and ensures its 
sustainability beyond the project terms. In line with 
the idea of e-CODEX becoming the gold standard 
(although not the exclusive channel) for secure 
digital communication in cross-border (criminal) 
judicial proceedings in all Member States, the 
Regulation proposal entrusts the European Union 
Agency for the Operational Management of 
Large-Scale IT Systems in the Area of Freedom, 
Security and Justice (eu-LISA) with the 
management, further development, and 
maintenance of the e-CODEX system as of 
1 July 2023. One of the foreseen additions to the 
eEDES is also the possibility to use an automated 
(machine) translation of the EIO22. 

19 CEPS and QMUL Task Force, Report on Cross-border data 
access in criminal proceedings and the future of digital justice, 
October 2020, p. 17. 
20 COM(2020) 710 final. 
21 Ibid. See, also, e-CODEX Regulation Proposal, Recital (15) and 
Article 5(4); and Deloitte and DG Just, Cross-border digital 
criminal justice: Final report, June 2020. 
22 TREIO, Dear Practitioner, meet the e-Evidence Digital 
Exchange System!, 22 May 2020. 
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23 European Commission, Introduction on eEdes, 30 September 2019 
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