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        Foreword 

 
As chairman of the Joint Supervisory Body of Eurojust, I am pleased to 
present the second Activity Report outlining the activities of the Joint 
Supervisory Body during the year 2004, chaired by Mr Joe MEADE from 
Ireland  and  Ulco Van de Pol from Netherland. 
 
The main focus of the Joint Supervisory Body was still to stress on the 
emplacement of the structures and technical measures to enable EUROJUST 
to carry out its functions with respect to the Data Protection requirements.  
 
The year 2004 saw many important developments in the field of Data 
Protection at Eurojust and above all the Rules of Procedure of the Joint 
Supervisory Body were adopted, as were Eurojust’s internal Rules of 
Procedure on Data Protection.   
 
Significant progress was made in the development of an electronic Case 
Management System and a Secure Network for the transfer of personal data.   
 
I had the pleasure to welcome the appointed representatives of the new 
Member States and a thorough explanation was given in a series of 
presentations by the College and Administration of Eurojust during the 
plenary meeting which I chaired in April 2005. 
 
I thank the former and current members, from United Kingdom and Austria, 
of the Joint Supervisory Body, with whom I had the pleasure to work, for 
their contribution and the precious advice to the work of the JSB and also the 
College and staff of Eurojust who have continued to provide every 
cooperation and keep a very positive attitude to the issues of data protection.  
 

 
 

Mrs Lotty Prussen 
Chair (Luxembourg) 
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Meetings 2004 
 
The Joint Supervisory Body met on four occasions in The Hague during 2004  
and one plenary meeting was held in March. 
 
Appeals 
 
No appeals were received in 2004. 
 
 
Rules of Procedure of the Joint Supervisory Body 
 
During the course of 2002/2003, each of the 15 countries appointed either a 
judge or a person holding an office with sufficient independence to be 
included on the list of judges who may sit on the Joint Supervisory Body. On 
3rd March 2004, these 15, or their representatives, met for the first time.  
The main topic of discussion was the operational rules of the Body and, under 
the Chairmanship of Joe Meade (Ireland), the internal Rules of Procedure 
were finally adopted, in accordance with Article 23.9 of the Eurojust 
Decision:- 
 

 The first draft of the Rules was kindly provided by the Council 
Secretariat, based on rules in existence for similar bodies, Europol and 
Schengen, amended to take account of the special requirements of 
Eurojust.  These were then circulated to all members in July 2003 and 
comments received from members were taken on board.  The revised 
rules were then re-circulated in 2003 for approval by written procedure 
following which five countries responded.  Further comments were 
received from Germany and Portugal; 

 The Rules were further amended accordingly, and were sent in English 
to representatives on 9th February.  Translations of the amended Rules 
were sent on 16th February; 

 In the event that the Rules require amendment, it is stipulated in 
Article 31 that they shall be evaluated between one and three years 
after their entry into force. 

 
The Rules of Procedure of the Joint Supervisory Body were published in the 
Official Journal of the European Union on 6th April 2004, and are also 
available on the website of Eurojust. 
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         Data Protection Rules for Eurojust 
 
 

The College of Eurojust unanimously adopted Rules of Procedure on the 
processing and protection of personal data at Eurojust with effect from 1 
October 2004.   In accordance with Article 10.2 of the Eurojust Decision, the 
rules were subsequently adopted by the Council on 24th February 2004 and 
published in the Official Journal of the European Union on 19th March 2005. 
The Joint Supervisory Body was strongly involved in the drafting process.  As 
a first step, the Data Protection Officer presented a set of provisional 
guidelines of general application to the Joint Supervisory Body in March, 
following which their recommendations were incorporated and an initial draft 
of the Rules prepared and presented in May.  Further input was given, 
particularly regarding the case-related information and the topic of 
international data transfers.   Finally, in October, the Joint Supervisory Body 
discussed and approved the Rules.  They welcomed this further step in 
establishing a sound framework of data protection, whilst, at the same time 
providing the correct balance to allow Eurojust to operate efficiently in its 
important task of coordinating and improving cooperation between Member 
States in the fight against serious crime.   
 

Following adoption in October, the College of Eurojust has begun to apply the 
Rules.  In particular, the following steps were taken:- 
 

 Notifications, called for in Article 34, giving prior notice of processing 
operations to the Data Protection Officer, have been received from 
National Members, allowing a register to be established which is 
referred to by the DPO to see what processes are being performed; 

 National Members have also provided authorization of user access to 
the CMS in accordance with Article 26. 

  

  
     Agreements with Third Countries and other Agencies 

 

In addition to the transfer of information between Eurojust and the National 
Authorities, the operational work of Eurojust also involves the transfer of 
personal data to partners.  As a priority, a formal agreement has been put in 
place with Europol, the European Police Office and has been approved by the 
European Council, following consultation with the Joint Supervisory Body.    
 

Furthermore, the Eurojust Decision1 envisages the transfer of information, 
including personal data, to investigative authorities in third States on the 
basis of cooperation agreements.   
 
The first such agreement has been reached with Norway on 10 September 
2004 and formally sent to the Council for approval.  The Data Protection 
                                            
1 OJ L 63, 6.3.2002, p.1. 
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Officer for Eurojust consulted with the Joint Supervisory Body at each stage 
of the drafting process and took on board their recommendations to improve 
the document.  In particular, Articles 10 and 11 were amended to reflect the 
fact that transfers of data will be between Norway and Eurojust, and not 
between Norway and the College or individual National Members.   The 
agreement was formally signed in Oslo in April 2005.   
 
 
Case Management System 
 
The College and Administration of Eurojust welcomed the substantial 
involvement of the Joint Supervisory Body in the development of the Case 
Management System, a major project for Eurojust during 2004.  The JSB 
emphasized the need to put in place an effective and controllable in-house 
system to eventually replace manual files.  
 

The Case Management System has been operational since 15th September 
2004.  Since then, no problems linked to data protection issues, i.e. handling 
or storage of data, have arisen. More than 100 cases, including 450 items of 
additional information have been input, reflecting a more in-depth use of all 
of the functionalities of the system by national desks.  The Data Protection 
Officer performs a weekly search of the system and has noted an increase in 
the amount of personal data included.   
 

A typical Eurojust case would involve a Member being asked to accelerate a 
judicial request. The information concerning the request would be entered in 
the system, and remains, in principle, accessible only to the National Member 
who opens the case.  In compliance with Data Protection requirements, data 
can only be shared if the data controller actively decides to give access to the 
other National Members involved in the case.  
 

In the future, the system will develop from a case recording system to a 
management system, becoming an integral part of the work flow. The next 
level of the project System will allow for operational analysis and will include 
further data protection functionalities.  The Joint Supervisory Body will 
closely follow the progress in 2005.  
 
 
Secure Network 
 

An important next step will be to link the Case Management System to the 
Secure Network.  Phase II will involve dividing the network into two 
physically separate entities and is due to be completed by the end of 
February 2005.  An initial plan for Phase III has been drafted and will be 
further developed based on the requirements of National Authorities in 
Member States.   
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The Joint Supervisory Body has been consulted at each stage of the 
introduction of the Secure Network.  In addition to their discussion in regular 
meetings, a senior privacy officer from the Dutch DPA was appointed as a 
representative of the JSB to provide regular advice and recommendations on 
the development of the system. 
 

 
 
 
 
 
 
 
 ANNEX 1 – Rules of Procedure of the Joint Supervisory Body 

ANNEX 2 – Eurojust Rules of Procedure on Data Protection  
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Persons appointed to the Joint Supervisory Body 
 

Belgium:          Mrs Nicole LEPOIVRE 
Czech Republic:   Mr. Josef RAKOVSKÝ 
Denmark:          Ms. Lena ANDERSON 
Germany:          Mr. Klaus TOLKSDORF 
Estonia:          Mr. Pavel GONTSHAROV 
Greece:           Mr. Gerasimos FOURLANOS 
Spain:            Mr. José Luis PIŇAR MAŇAS 
France:           Mr. Didier GASSE 
Ireland:          Mr. Joseph MEADE 
Italy:            Mr. Alfonso PAPA 
Cyprus:           Mr. George EROTOCRITOU 
Latvia:           Ms. Zane PĒTERSONE 
Lithuania: Mr. Egidijus BIELIŪNAS 
Luxembourg:       Mrs. Lotty PRUSSEN 
Hungary: Ms. Edit Mária VARGA 
Malta: Mr. Paul Mifsud CREMONA 
Netherlands:      Mr. Ulco VAN DE POL 
Austria:          Mr. Gustav MAIER 
Poland:           Mr. Darius ŁUBOWSKI 
Portugal:         Mr. José Alexandre GUIMARÃES DE SOUSA 

PINHEIRO 
Slovenia : Mr. Rajko PIRNAT 
Slovakia :        Mr. Ladislav DUDITŠ 
Finland :         Mrs. Hagar Gabriela NORDSTRÖM 
Sweden :          Mr. Hans FRENNERED 
United Kingdom : Mr. Richard THOMAS 

















(Acts adopted under Title VI of the Treaty on European Union)

RULES OF PROCEDURE ON THE PROCESSING AND PROTECTION OF PERSONAL DATA AT
EUROJUST

(Text adopted unanimously by the college of Eurojust during the meeting of 21 October 2004 and
approved by the Council on 24 February 2005)

(2005/C 68/01)

TITLE I

DEFINITIONS

Article 1

Definitions

For the purpose of these rules and any other text implementing
them:

(a) ‘Eurojust Decision’ means the Council Decision of 28
February 2002 setting up Eurojust with a view to reinfor-
cing the fight against serious crime, as modified by the
Council Decision of 18 June 2003;

(b) ‘The College’ means the College of Eurojust, as referred to in
Article 10 of the Eurojust Decision;

(c) ‘National Member’ means the National Member seconded to
Eurojust by each Member State, as referred to in Article
2(1) of the Eurojust Decision;

(d) ‘Assistant’ means a person who may assist each National
Member, as referred to in Article 2(2) of the Eurojust Deci-
sion;

(e) ‘Eurojust's staff’ means the Administrative Director, as
referred to in Article 29 of the Eurojust Decision, as well
as the staff referred to in Article 30 of the Eurojust Deci-
sion;

(f) ‘the Data Protection Officer’ means the person appointed in
accordance with Article 17 of the Eurojust Decision;

(g) ‘the Joint Supervisory Body’ means the independent body
established in accordance with Article 23 of the Eurojust
Decision;

(h) ‘personal data’ means any information relating to an identi-
fied or identifiable natural person (‘data subject’); an identifi-
able person is one who can be identified, directly or indir-
ectly, in particular by reference to an identification
number or to one or more factors specific to his or her
physical, physiological, mental, economic, cultural or
social identity;

(i) ‘processing of personal data’ (‘processing’) means any operation
or set of operations which is performed upon personal
data, whether or not by automatic means, such as collec-

tion, recording, organisation, storage, adaptation or altera-
tion, retrieval, consultation, use, disclosure by transmis-
sion, dissemination or otherwise making available, align-
ment or combination, blocking, erasure or destruction;

(j) ‘personal data filing system’ (‘filing system’) means any struc-
tured set of personal data which are accessible according
to specific criteria, whether centralized, decentralized or
dispersed on a functional or geographical basis;

(k) ‘controller’ means the person, who alone or jointly with
others determines the purposes and means of the proces-
sing of personal data; where the purposes and means of
processing are determined by national or European laws or
regulations, the controller or the specific criteria for his
nomination may be designated by national or European
law;

(l) ‘processor’ means a natural or legal person, public authority,
agency or any other body which processes personal data
on behalf of the controller;

(m) ‘third party’ means any natural or legal person, public
authority, agency or any body other than the data subject,
the controller, the processor and the persons who, under
the direct authority of the controller or the processor, are
authorized to process data; and

(n) ‘recipient’ means a natural or legal person, public authority,
agency or any other body to whom data are disclosed,
whether a third party or not.

TITLE II

SCOPE OF APPLICATION AND STRUCTURE

Article 2

Scope of application

1. The present rules of procedure shall apply to the proces-
sing of personal data by Eurojust, wholly or partly by auto-
matic means, and to the processing otherwise than by auto-
matic means of personal data which form part of a filing
system or are intended to form part of a filing system in
accordance with the Eurojust Decision.
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2. The present rules shall apply to all information collected
and further processed by Eurojust, that is to say, information
drawn up or received by it and in its possession, concerning
matters relating to the policies, activities and decisions falling
within Eurojust's sphere of responsibility.

3. The present rules shall not apply to information which
has been transmitted to a National Member of Eurojust exclu-
sively in the context of his or her judicial powers, as defined in
Article 9(3) of the Eurojust Decision.

Article 3

Structure

1. All personal data shall be considered case-related or non-
case-related. Personal data shall be considered as case-related if
it is linked to the operational tasks of Eurojust, as defined in
Articles 5, 6 and 7 of the Eurojust Decision.

2. Case-related data shall be processed in accordance with
Titles III and IV. Non-case-related data shall be processed in
accordance with Titles III and V.

TITLE III

PRINCIPLES OF GENERAL APPLICATION TO EUROJUST

Article 4

Right to privacy and data protection

Eurojust shall act in full respect of the human rights and funda-
mental freedoms of individuals and in particular of their right
to privacy with regard to the processing of their personal data,
regardless of nationality or place of residence.

Article 5

Principles of lawfulness and fairness, proportionality and
necessity of processing

1. Personal data must be processed fairly and lawfully.

2. Eurojust shall only process personal data that are neces-
sary, adequate, relevant and not excessive in relation to the
purposes for which they are collected or further processed.

3. Eurojust shall define its processing operations and
systems in accordance with the aim of collecting or further
processing only personal data that are necessary as defined in
paragraph 2. In particular, use is to be made of the possibilities
for aliasing and rendering data anonymous, in so far as this is

possible, taking into account the purpose of the processing and
that the effort involved is reasonable.

Article 6

Data quality

1. Eurojust shall ensure that personal data are accurate and,
where necessary, kept up to date; every reasonable step must
be taken to ensure that data which are inaccurate or incom-
plete, having regard to the purposes for which they were
collected or for which they are further processed, are erased or
rectified.

2. Personal data shall be kept in a form which permits iden-
tification of data subjects for no longer than is necessary for
the purposes for which the data were collected or for which
they are further processed, in accordance with Article 5(2).

Article 7

Data security

1. In accordance with Article 22 of the Eurojust Decision
and with the present rules, Eurojust shall put in place the
necessary technical measures and organisational arrangements
to protect personal data against accidental or unlawful destruc-
tion, accidental loss or unauthorised disclosure, alteration,
access or any unauthorised form of processing. In particular,
measures must be taken to ensure that only those authorised to
access personal data can have access to such data.

2. All measures taken shall be appropriate to the risks
presented by the processing and to the nature of the data
processed.

3. Eurojust shall develop a comprehensive security policy in
accordance with Article 22(2) of the Eurojust Decision and
with these rules. This policy shall take full account of the sensi-
tivity of the work carried out by the judicial cooperation unit
and shall include rules regarding classification of documents,
screening of personnel working for Eurojust and actions to be
taken in the case of security breaches. The Joint Supervisory
Body shall be consulted regarding the security policy of Euro-
just.

4. All Eurojust postholders shall be adequately informed
about the Eurojust security policy and shall be required to use
the technical and organisational measures put at their disposal
in line with the applicable data protection and security require-
ments.
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Article 8

Right of information to the data subjects

1. Without prejudice to the special provisions in Title IV in
respect of case-related data and in Title V in respect of non-
case-related data, data subjects must be provided with informa-
tion as to the purpose of the processing and the identity of the
data controller, the recipients or categories of recipients, the
existence of the right of access to and the right to rectify the
data concerning him or her and any further information such
as the legal basis of the processing operation for which the
data are intended, the time limits for storing the data and the
right to have recourse at any time to the Joint Supervisory
Body in so far as such further information is necessary, having
regard to the purposes and the specific circumstances in which
the data are processed, to guarantee fair processing in respect
of the data subject.

2. This information must be provided at the latest at the
moment of the collection of the data from the data subject or,
when receiving the data from a third party, at the time of
undertaking the recording of personal data or, if disclosure to a
third party is envisaged, no later than the time when the data
are first disclosed or, in the cases provided for in Chapter II of
Title IV of these rules, as soon as the purposes of the proces-
sing, national investigations and prosecutions and the rights
and freedoms of third parties are not likely to be jeopardised.

Article 9

Rights of the data subjects to access, correction, blocking
and deletion

1. The data subject shall have a right to access, correction,
blocking, and, as the case may be, deletion. Eurojust shall
define, where necessary in cooperation with the respective
national authorities involved, procedures to facilitate the exer-
cise of these rights by data subjects.

2. The Data Protection Officer shall ensure that data subjects
are informed of their rights at their request.

Article 10

Confidentiality of processing

In accordance with Article 25 of the Eurojust Decision, all
persons called upon to work within and with Eurojust are
bound by strict confidentiality obligations. All necessary
measures shall be taken by Eurojust to ensure that these obliga-
tions are complied with and that any breaches of such obliga-
tions are promptly reported to the Data Protection Officer and

the head of the Security Department, who shall ensure that
appropriate steps are taken.

Article 11

Internal processors

Unless required to do so by national or European law, a person
acting as processor within Eurojust, with access to personal
data, shall not process them except on instructions from the
controller.

Article 12

Enquiries, information requests and claims by Eurojust
postholders

1. For the purposes of Article 17(2) and (4) of the Eurojust
Decision, the Data Protection Officer shall, on request, provide
information to any Eurojust postholder regarding data proces-
sing activities of Eurojust. The Data Protection Officer shall
respond to enquiries and act on any information requests or
claims regarding an alleged breach of the provisions of the
Eurojust Decision, these rules or any other rules governing the
processing of personal data by Eurojust. No one shall suffer
prejudice on account of having raised an alleged breach of the
provisions governing the processing of personal data with the
Data Protection Officer.

2. All persons working at Eurojust shall cooperate with the
College, the National Members, the Data Protection Officer and
the Joint Supervisory Body in the framework of enquiries,
investigations, audits or any other data protection related activ-
ities.

TITLE IV

RULES FOR CASE-RELATED PROCESSING OPERATIONS

CHAPTER I

Conditions to make the processing of personal data legitimate

Article 13

Personal data processed in the context of case-related
activities

1. In the context of case-related activities, Eurojust shall,
insofar as it is necessary to achieve its objectives, process
personal data by automated means or in structured manual
files in accordance with Articles 14, 15 and 16 of the Eurojust
Decision.
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2. The National Member/s processing personal data
concerning individual cases shall determine the purposes and
means of the processing of personal data and shall be therefore
considered as controller or, where applicable, co-controllers.

Article 14

Lawfulness and fairness of processing

Personal data may be collected and further processed in the
context of case-related activities insofar as the processing is
necessary for the performance of the tasks of Eurojust in rein-
forcing the fight against serious crime.

Article 15

Purpose limitation

Personal data processed by Eurojust in the framework of inves-
tigations and prosecutions shall under no circumstances be
processed for any other purpose.

Article 16

Data quality

1. When information is transmitted to Eurojust by a
Member State or an external party in the context of an investi-
gation or prosecution, it shall not be responsible for the
correctness of the information received but shall ensure, from
the moment of reception, that all reasonable steps are taken to
keep the information updated.

2. If Eurojust detects any inaccuracy affecting the data in
question, it shall inform the third party from whom the infor-
mation was received and shall correct the information.

Article 17

Special categories of data

1. Eurojust shall take appropriate technical measures to
ensure that the Data Protection Officer is automatically
informed of the exceptional cases in which recourse is made to
Article 15(4) of the Eurojust Decision. The case management
system shall ensure that such data can not be included in the
index referred to in Article 16(1) of the Eurojust Decision.

2. When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision the case
management system shall not record this information unless a
decision of the College is documented.

Article 18

Processing of the categories of personal data referred to in
Article 15(3) of the Eurojust Decision

1. Eurojust shall take appropriate technical measures to
ensure that the Data Protection Officer is automatically
informed of the exceptional cases in which, for a limited period
of time, recourse is made to Article 15(3) of the Eurojust Deci-
sion.

2. When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision, the case
management system shall not record this information unless a
decision taken jointly by at least two National Members is
documented.

CHAPTER II

Rights of the data subjects

Article 19

Right of information of the data subjects

1. In the context of the operational work of Eurojust, data
subjects shall be provided with information as to the proces-
sing, as soon as it is apparent that the provision of this infor-
mation to the data subject would not undermine:

(a) the fulfilment of Eurojust's tasks in reinforcing the fight
against serious crime; or

(b) national investigations and prosecutions in which Eurojust
assists; or

(c) a monitoring, inspection or regulatory task connected, even
occasionally, with the exercise of official authority in the
cases referred to in clauses (a) and (b); or

(d) the rights and freedoms of third parties.

2. Recourse to the cases enumerated in paragraph 1 shall be
recorded in the temporary work file related to the case,
mentioning the basis for the decision which has been taken by
the National Member(s) responsible for this file.

Article 20

Right of access of the data subjects

Every individual shall be entitled to have access to personal
data concerning him or her processed by Eurojust under the
circumstances laid down in Article 19 of the Eurojust Decision.
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Article 21

Procedure for the exercise of the rights of the data
subjects

1. Individuals wishing to exercise their rights as data
subjects may address their requests directly to Eurojust or
through the authority appointed for this purpose in the
Member State of his or her choice, which shall transmit the
request to Eurojust.

2. Requests for the exercise of rights shall be dealt with by
the National Member(s) concerned with the request, who shall
provide a copy of the request to the Data Protection Officer for
its registration.

3. The National Member(s) concerned with the request shall
carry out the necessary checks and inform the Data Protection
Officer of the decision reached in the specific case. This deci-
sion will take full account of these rules and of the legislation
applicable to the request as defined in Article 19(3) of the
Eurojust Decision, of the grounds for denial enumerated in
Article 19(4) of the Eurojust Decision and of consultations with
the competent law enforcement authorities that shall take place
before reaching a decision, as stated in Article 19(9) of the
Eurojust Decision.

4. The Data Protection Officer shall, should the case so
require, carry out additional checks in the case management
system and inform the National Member(s) concerned if any
additional relevant information has been found through these
checks. The National Member(s) concerned may, on the basis
of the information provided by the Data Protection Officer,
decide to reconsider the initial decision.

5. The Data Protection Officer shall communicate the final
decision taken by the National Member(s) concerned to the
data subject, in line with Article 19(6) of the Eurojust Decision,
and shall inform the data subject of the possibility to appeal to
the Joint Supervisory Body if he or she is not satisfied with the
reply given by Eurojust.

6. The request shall be dealt with in full within three
months of receipt. The data subject may refer the matter to the
Joint Supervisory Body if there has not been a response to his
or her request within this time limit.

7. In the cases where the request has been received through
a national authority, the National Member(s) concerned shall
ensure that this authority is informed of the fact of a reply
given by the Data Protection Officer to the data subject.

8. Eurojust shall put in place cooperation procedures with
the national authorities appointed for the purpose of dealing of
data subjects' rights to ensure that requests are adequately and
timely forwarded to Eurojust.

Article 22

Information to third parties following correction, blocking
or deletion of case-related personal data

Eurojust shall put in place appropriate technical measures to
ensure that, in the cases where Eurojust corrects, blocks or
erases personal data following a request, a list of the suppliers
and addresses of these data is automatically produced. In
accordance with Article 20(5) of the Eurojust Decision, the
controller shall ensure that those included in the list are
informed of the changes performed on the personal data.

CHAPTER III

Data security issues

Article 23

Automated case management system

1. Eurojust shall put in place an automated case manage-
ment system integrating a filing system, that shall be used by
the National Members when dealing with case-related activities
and which shall include the temporary work files and index as
defined in Article 16 of the Eurojust Decision. This system shall
include functionalities such as case management, description of
the workflow, cross-references of information and security.

2. The case management system shall be approved by the
College after having consulted the Data Protection Officer, the
Joint Supervisory Body and the relevant Eurojust staff and shall
take full account of the requirements of Article 22 and any
other relevant provisions of the Eurojust Decision.

3. The case management system shall enable National
Members to identify the purpose and specific objectives for
which a temporary work file is opened, within the framework
of the tasks mentioned in Articles 5, 6 and 7 of the Eurojust
Decision.

Article 24

Temporary work files and index

1. In accordance with Articles 14(4) and 16 of the Eurojust
Decision, Eurojust shall establish an index of data relating to
investigations and temporary work files which also contain
personal data. Both the index and the temporary work files
shall form part of the case management system referred to in
Article 23 and shall respect the restrictions on the processing
of personal data established in Article 15 of the Eurojust Deci-
sion.

2. National Members shall be responsible for the opening of
new temporary work files linked to the cases they are dealing
with. The case management system shall automatically allocate
a reference number (identifier) to each new temporary work
file opened.
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3. Eurojust shall put in place an automated case manage-
ment system allowing National Members to keep the personal
data they process in a temporary work file restricted or to give
access to it or to part(s) of it to other National Member(s)
involved in the case to which the file relates. The case manage-
ment system shall allow them to define the specific items of
personal and non-personal data to which they wish to give
access to other National Member(s), Assistant(s) or authorised
staff members that are involved in the handling of the case as
well as to select the items of information they wish to intro-
duce in the index, in accordance with Articles 14 and 15 of the
Eurojust Decision and ensuring that, at least, the following
items are included in the index: reference to the temporary
work file; types of crime; Member States, international organi-
sations and bodies and/or authorities of third States involved;
involvement of the European Commission or EU bodies and
entities; objectives and status of the case (open/closed).

4. When a National Member gives access to a temporary
work file or a part of it to one or more involved National
Member(s), the case management system shall ensure that the
authorised users have access to the relevant parts of the file but
that they can not modify the data introduced by the original
author. The authorised users can, however, add any relevant
information to the new parts of the temporary work files. Like-
wise, information contained in the index can be read by all
authorised users of the system but can only be modified by its
original author.

5. The Data Protection Officer shall be automatically
informed by such a system of the creation of each new work
file that contains personal data and, in particular, of the excep-
tional cases in which recourse is made to Article 15(3) of the
Eurojust Decision. The case management system shall mark
such data in a way that will remind the person who has intro-
duced the data in the system of the obligation to keep these
data for a limited period of time. When such data refer to
witnesses or victims within the meaning of Article 15(2) of the
Eurojust Decision, the system shall not record this information
unless a decision taken jointly by at least two National
Members has been documented.

6. The case management system shall automatically inform
the Data Protection Officer of the exceptional cases in which
recourse is made to Article 15(4) of the Eurojust Decision.
When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision, the system
shall not record this information unless a decision taken by the
College has been documented.

7. The case management system shall ensure that only
personal data referred in Article 15(1)(a) to (i) and (k) and
Article 15(2) of the Eurojust Decision can be recorded in the
index.

8. The information contained in the index must be sufficient
to comply with the tasks of Eurojust and, in particular, with
the objectives of Article 16(1) of the Eurojust Decision.

Article 25

Log files and audit trails

1. Eurojust shall put in place appropriate technical measures
to ensure that a record is kept of all processing operations
carried out upon personal data. The case management system
shall in particular ensure that a record of transmission and
receipt of data as defined in Article 17(2)(b) of the Eurojust
Decision is kept for the purposes of Article 19(3) of the Euro-
just Decision. Such record shall ensure, as required by Article
22 of the Eurojust Decision, that it is possible to verify and
establish to which bodies personal data are transmitted and
which personal data have been input into automated data
processing systems and when and by whom the data were
input.

2. The Data Protection Officer shall review these records
regularly in order to be able to assist the National Members
and the College regarding any data protection issue and shall
make the necessary enquiries in cases of irregularities. Where
necessary, the Data Protection Officer shall inform the College
and the Joint Supervisory Body following the procedure estab-
lished in Article 17(4) of the Eurojust Decision of any data
protection breaches evidenced by the abovementioned records.
The Data Protection Officer will ensure that, where appropriate,
the Administrative Director is informed, to enable him or her
to take the necessary measures within the administration.

3. The Data Protection Officer shall give full access to the
Joint Supervisory Body to the records referred in paragraph 1
when so requested.

Article 26

Authorised access to personal data

1. Eurojust shall take appropriate technical measures and
provide for organisational arrangements to ensure that only
National Members, their Assistants and authorised Eurojust
staff have, for the purpose of achieving Eurojust's objectives,
access to personal data processed by Eurojust in the framework
of its operational activities.

2. These measures shall take account of the purposes for
which the data have been collected and further processed, the
state of the art, the level of security required by the sensitive
nature of the work carried out by Eurojust and the require-
ments imposed by Article 22 of the Eurojust Decision.

3. Each National Member of Eurojust shall document and
inform the Data Protection Officer regarding the access policy
he or she has authorised within his or her national desk
regarding case-related files. In particular, National Members
shall ensure that appropriate organisational arrangements are
made and complied with and that proper use is made of the
technical and organisational measures put at their disposal by
Eurojust.
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4. The College may authorise other Eurojust staff to have
access to case-related files where necessary for the performance
of the tasks of Eurojust.

Article 27

Audits and control

1. The Data Protection Officer shall monitor the lawfulness
and compliance with the provisions of the Eurojust Decision,
the present Rules of Procedure and any other rules regarding
the processing of personal data applicable to Eurojust. To that
end, the Data Protection Officer shall assist the National
Members regarding data protection questions and shall run
annual surveys on the compliance with the abovementioned
rules within Eurojust. The Data Protection Officer shall report
to the College and the Joint Supervisory Body on the results of
these surveys as well as on any other relevant developments
within Eurojust. The Data Protection Officer will ensure that,
where appropriate, the Administrative Director is informed, to
enable him/her to take the necessary measures within the
administration.

2. The Joint Supervisory Body shall carry out controls and
audits in accordance with Article 23(7) of the Eurojust Deci-
sion.

CHAPTER IV

Data flows to third parties or organisations

Article 28

Data flows to third parties or organisations

1. Eurojust shall endeavour to put in place cooperation
agreements containing suitable provisions regarding exchange
of personal data with all partners with whom exchanges of
data take place on a regular basis.

2. Without prejudice to the cases in which such cooperation
agreements are in place, Eurojust shall only transfer personal
data to a third country or to any of the entities referred to in
Article 27(1) of the Eurojust Decision if they are subject to the
Convention for the Protection of the Individuals with regard to
Automatic Processing of Personal Data signed in Strasbourg on
28 January 1981 or when an adequate level of protection is
ensured.

3. The decision concerning transfers to non-parties of the
Council of Europe Convention of 28 January 1981 shall be
taken by the National Member(s) involved, on the basis of the
assessment concerning the adequacy of the level of protection
made by the Data Protection Officer. The adequacy of the level
of protection shall be assessed in the light of all the circum-
stances for each transfer or category of transfers. In particular,
the assessment will result from an examination of the following
elements: the type of data, the purposes and duration of proces-

sing for which the data are transferred, the country of origin
and the country of final destination, the general and sectoral
rules of law applicable in the state or organisation in question,
the professional and security rules which are applicable there,
as well as the existence of sufficient safeguards put in place by
the recipient of the transfer. Such safeguards may in particular
be the result of written agreements binding the controller who
makes the transfer and the recipient who is not subject to the
jurisdiction of a party to the Convention. The content of the
agreements concerned must include the relevant elements of
data protection. In cases where the assessment of the level of
protection raises difficulties, the Data Protection Officer shall
consult the Joint Supervisory Body before making an assess-
ment on a specific transfer.

4. However, even when the conditions referred in the
previous paragraphs are not fulfilled, a National Member may,
under the exceptional circumstances enumerated in Article
27(6) of the Eurojust Decision, transfer data to a third country
with the sole aim of taking urgent measures to counter immi-
nent serious danger threatening a person or public security.
The National Member shall document such an exceptional
transfer in the temporary work file related to the case, stating
the grounds for such a communication, and shall inform the
Data Protection Officer of such a communication. The Data
Protection Officer shall verify if such transfers only take place
in exceptional and urgent cases.

CHAPTER V

Time limits for the storage of personal data

Article 29

Time limits for the storage of personal data

1. Eurojust shall put in place appropriate technical measures
to ensure that the time limits for the storage of personal data
defined in Article 21 of the Eurojust Decision are observed.

2. The case management system shall in particular ensure
that a review of the need to store data in a temporary work file
is carried out every three years after they were entered. Such a
review must be properly documented in the system, including
the motivation for any decision taken, and the result of it shall
be automatically communicated to the Data Protection Officer.

3. The case management system shall particularly mark the
data recorded for a limited period of time in accordance with
Article 15(3) of the Eurojust Decision. For these categories of
data a review of the need to retain the data shall take place
every three months and shall be documented in the same way
as outlined in paragraphs 1 and 2.

4. The controller shall, where necessary, consult the College
and the Data Protection Officer regarding any decision to retain
the data for a longer period following a review.
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TITLE V

RULES FOR NON-CASE-RELATED PROCESSING OPERATIONS

CHAPTER I

General principles

Article 30

Lawfulness and fairness of processing

Personal data must be processed fairly and lawfully. In particu-
lar, personal data may be processed only if:

(a) processing is necessary for compliance with a legal obliga-
tion to which the controller is subject, or

(b) processing is necessary for the performance of a contract to
which the data subject is party or in order to take steps at
the request of the data subject prior to entering into a
contract, or

(c) the data subject has unambiguously given his or her
consent, or

(d) processing is necessary in order to protect the vital interests
of the data subject, or

(e) processing is necessary for the purposes of the legitimate
interests pursued by the controller, except where such
interests are overridden by the interests for fundamental
rights and freedoms of the data subject which require
protection under Article 4 of the present rules.

Article 31

Purpose limitation

1. Personal data must be processed for a specific and well-
defined lawful and legitimate purpose and subsequently further
processed only insofar as this is not incompatible with the
original purpose of the processing.

2. Personal data collected exclusively for ensuring the
security or the control and management of the processing
systems or operations shall not be used for any other purpose,
with the exception of the prevention, investigation, detection
and prosecution of serious criminal offences.

Article 32

Processing of special categories of data

1. The processing of personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs,

trade-union membership, health or sex life or criminal convic-
tions for non-case-related purposes is prohibited.

2. This prohibition shall not apply if:

(a) the data subject has given his or her express consent to the
processing of those data or

(b) the processing is necessary for the purposes of complying
with the specific rights and legal obligations of the
controller, such as obligations in the field of tax or employ-
ment law applicable to the controller or, if necessary,
insofar as it is agreed upon by the Data Protection Officer,
subject to adequate safeguards, or

(c) the processing is necessary to protect the vital interests of
the data subject or of another person where the data
subject is physically or legally incapable of giving his or her
consent, or

(d) the processing relates to data which are manifestly made
public by the data subject or is necessary for the establish-
ment, exercise or defence of legal claims.

3. Data referred to in paragraph 1 shall only be processed
for the purpose for which they were originally collected.

Article 33

Exceptions to the right of information of the data subject

1. In the context of the non-operational work of Eurojust,
exceptions to the general principle of information to the data
subject are possible when the provision of this information to
the data subject would undermine:

(a) an important economic or financial interest of a Member
State or of the European Union or

(b) the protection of the data subject or of the rights and free-
doms of others or

(c) the national security, public security or defence of the
Member States.

2. The Data Protection Officer shall be informed when
recourse to these exceptions is made.

Article 34

Notification to the Data Protection Officer

1. Every controller shall give prior notice to the Data Protec-
tion Officer of any processing operation or sets of such opera-
tions intended to serve a single purpose or several related
purposes.
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2. The information to be given shall include:

(a) the name of the controller and an indication of the organi-
sational parts of an institution or body entrusted with the
processing of personal data for a particular purpose;

(b) the purpose or purposes of the processing;

(c) a description of the category or categories of data subjects
and of the data or categories of data relating to them;

(d) the legal basis of the processing operation for which the
data are intended;

(e) the recipients or categories of recipient to whom the data
might be disclosed; and

(f) a general description allowing a preliminary assessment to
be made of the appropriateness of the security measures.

3. Any relevant change affecting information referred to in
the previous paragraph shall be notified promptly to the Data
Protection Officer.

Article 35

Register

1. A register of processing operations notified in accordance
with the previous provision shall be kept by the Data Protec-
tion Officer.

2. The register shall contain at a minimum the information
referred to in Article 34(2)(a) to (f).

3. The Data Protection Officer shall make available to the
Joint Supervisory Body any information contained in the
register when so requested.

Article 36

Processing of personal data on behalf of controllers

1. Where a processing operation is carried out on its behalf
by an external processor, the controller shall choose a
processor providing sufficient guarantees in respect of the tech-
nical and organisational security measures required by Article
22 of the Eurojust Decision and any further relevant documents
and ensure compliance with those measures.

2. The carrying out of a processing operation by way of an
external processor shall be governed by a contract or legal act
binding the processor to the controller and stipulating in par-
ticular that:

(a) the processor shall act only on instructions from the
controller; and

(b) the obligations regarding confidentiality and security estab-
lished by the Eurojust Decision and the present rules of

procedure shall also be incumbent on the processor unless,
by virtue of Article 16 or Article 17(3), second indent, of
Directive 95/46/EC of 24 October 1995 on the protection
of individuals with regard to the processing of personal
data and the free movement of such data (1), the processor
is already subject to obligations with regard to confidenti-
ality and security laid down in the national law of one of
the Member States.

3. For the purposes of keeping proof, the parts of the
contract or the legal act relating to data protection and the
requirements relating to confidentiality and security measures
shall be in writing or in another equivalent form.

Article 37

Automated individual decisions

The data subject shall have the right not to be subject to a deci-
sion which produces legal effects concerning him or her or
significantly affects him or her and which is based solely on
automated processing of data intended to evaluate certain
personal aspects relating to him or her, such as his or her
performance at work, reliability or conduct, unless the decision
is expressly authorised pursuant to national or European legis-
lation or, if necessary, by the Data Protection Officer. In either
case, measures to safeguard the data subject's legitimate inter-
ests, such as arrangements allowing him or her to put his or
her point of view or to allow him or her to understand the
logic of the processing, shall be taken.

CHAPTER II

Internal rules concerning the protection of personal data and
privacy in the context of internal telecommunication networks

Article 38

Scope

1. Without prejudice to the previous Articles, the rules
contained in the present chapter shall apply to the processing
of personal data in connection with the use and management
of telecommunications networks or terminal equipment oper-
ated under the control of Eurojust.

2. For the purposes of rules contained in the present
chapter, ‘user’ means any natural person using a telecommuni-
cations network or terminal equipment operated under the
control of Eurojust.
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Article 39

Security

1. Eurojust shall take appropriate technical and organisa-
tional measures to safeguard the secure use of the telecommu-
nications networks and terminal equipment (computers,
servers, hardware and software), if necessary in conjunction
with the providers of publicly available telecommunications
services or the providers of public telecommunications
networks. Having regard to the state of the art and the cost of
their implementation, these measures shall ensure a level of
security appropriate to the risk presented.

2. In the event of any particular risk of a breach of the
security of the network and terminal equipment, Eurojust shall
inform users of the existence of that risk and of any possible
remedies and alternative means of communication.

Article 40

Confidentiality of communications

Eurojust shall ensure the confidentiality of communications by
means of telecommunications networks and terminal equip-
ment, in accordance with Community law.

Article 41

Traffic and billing data

1. Traffic data relating to users which are processed to estab-
lish calls and other connections over the telecommunications
network shall be erased or made anonymous upon termination
of the call or other connection.

2. Exceptions to this general principle (such as the need to
keep some traffic data if linked to the log process necessary for
certain files or for the purpose of billing private calls) are
allowed only if foreseen in internal rules adopted by Eurojust
after consultation with the Data Protection Officer. Should the
Data Protection Officer not be satisfied with the lawfulness or
appropriateness of such exceptions, the Joint Supervisory Body
shall be consulted.

3. Processing of traffic and billing data shall only be carried
out by persons handling billing, traffic or budget management.

Article 42

Directories of users

1. Personal data contained in printed or electronic direc-
tories of users and access to such directories shall be limited to

what is strictly necessary for the specific purposes of the direc-
tory.

2. Such directories shall be only available to Eurojust users,
for purely internal use or in other inter-institutional directories
that are considered appropriate.

CHAPTER III

Specific rules

Article 43

Additional rules

Where necessary, Eurojust shall develop further rules regarding
the processing of personal data in non-case-related operations.
Such rules shall be notified to the Joint Supervisory Body and
published in separate internal manuals.

TITLE VI

OTHER PROVISIONS

Article 44

Review of the present Rules of Procedure

1. These rules shall be reviewed regularly to assess if any
amendments are necessary. Any amendment to the present
rules shall follow the same procedures established for its
approval in the Eurojust Decision.

2. The Data Protection Officer shall inform both the Presi-
dent of the College and the Joint Supervisory Body if he or she
is of the opinion that amendments of the present Rules of
Procedure are necessary.

3. The Joint Supervisory Body shall bring to the attention of
the College any suggestions or recommendations regarding
amendments of the present Rules of Procedure.

Article 45

Entry into force and publication

1. The present Rules of Procedure shall enter into force the
day following their definitive approval by the Council.

2. They shall be published in the Official Journal of the Euro-
pean Union.
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